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Abstract

Thi s docunent describes a proposal which extends in-situ CAMto
support potential future standard tracing data in addition to those
currently defined. W provide use cases to notivate our proposal and
base the nodifications on the latest in-situ OAM header format

speci fication.
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1. Mdtivation for Data Type Extension

In-situ OAM (i GAM [I-D. brockners-i nband-oam requi renments] records
OAM i nformation within user packets while the packets traverse a
network. The data types and data formats for in-situ OAM data
records have been defined in [I-D.ietf-ippmioamdata].

Currently 12 data types and associated formats (including w de format
and short format of the sanme data) are defined in
[I-D.ietf-ippmioamdatal] . The presence of data is indicated by a
16-bit bitmap in the "OAM Trace- Type" field.

In the current specification only five bits are left to identify new
standard data types. Moreover, sone data is forced to be bundl ed
together as a single unit to save bitmap space and pack data to the

i deal size (e.g., the hop Iimt and the node id are bundl ed, and the
ingress interface id and the egress interface id are bundl ed),

regardl ess of the fact that an application may only ask for a part of
the data. Last but not the |east, each data is forced to be 4-byte
al i gned for easier access, resulting in waste of header space in many
cases.

Since the data plane bandwi dth, the data pl ane packet processing, and
t he managenent plane data handling are all precious yet scarce
resource, the schene should strive to be sinple and precise. The
application should be able to control the exact type and format of
data it needs to collect and analyze. It is conceivable that nore
types of data may be introduced in the future. However, the current
scheme cannot support it after all the bits in the bitmap are used

up.

For exanple, when a flow traverses a series of m ddl eboxes (e.qg.,
Firewal |, NAT, and |oad bal ancer), its identity (e.g., the 5-tuple)
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is often altered, which nmakes the OAM system | ose track of the flow
trace. In this case, we may want to copy sone of the original packet
header fields into the i OAM header so the original flow can be
identified at any point of the network.

For another exanple, in wireless, nobile, and optical network

envi ronnments, sone physical data associated with a flow (e.g., power,
tenperature, signal strength, GPS | ocation) need to be collected to
nonitor the service performance.

Both cases require new i OAM data types. Moire exanples are listed in
Section 2. 2.

Currently, bit 7 is used to indicate the presence of variable |ength
opaque state snapshot data; Bit 5 and bit 10 are used to indicate the
presence of the application specific data. Wile these data fields
can be used to store arbitrary data, the data is difficult to be
standar di zed and anot her schema is needed to decode the data, which
may |lead to | ow data plane performance as well as interoperability

i ssues.

2. Scal abl e Data Type Extension

Based on the observation in Section 1, we propose a nethod for data
type encodi ng which can solve the current limtation and address
future data requirenents

2.1. Data Type Bitmap

Bitmap is sinple and efficient data structure for high performance
data plane inplenentation. The base bitmap size is kept to be 16
bits. W use one bit to indicate a single type of data in a single
format. The last bit in the bitmap (i.e., bit 15), if set, is used
to indicate the presence of the next data type bitmap, which is 32
bits long. 1In the second bitmap, bit 31 is again reserved to
indicate a third bitmap, and so on. Wth each extra bitmap, 31 nore
data types can be defi ned.

Figure 1 shows an exanple of the in-situ OAM header format with two
extended OAM trace type fields. Except the OAM Trace Type fi el ds,
all other fields remain the sane as defined in
[I-D.ietf-ippmioamdata].
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Figure 1. Extended OAM Trace Type Header For mat

The specification of the Base OAM Trace Type is the sane as the OAM
Trace Type in [I-D.ietf-ippmioamdata] except the last bit, which is
defined as foll ows:

o Bit 15: Wen set indicates presence of next bit nap.

The OAM trace type fields are | abel ed as Base OAM Trace Type,

Ext ended OAM Trace Type 1, Extended OAM Trace Type 2, and so on. The
Base OAM Trace Type is always present. |If no data type is asked by
the application in Extended OAM Trace Type n and beyond, then the
last bit in the previous bitrmap is set to 1 and these extended fields
are not included in the header. On the other hand, to elimnate
anbiguity, if any data is asked for by the application in Extended
OAM Trace Type n, then Extended OAM Trace Type 1 to (n-1) nust be

i ncluded in the header, even though no data type in these bitmaps are
needed (i.e., all zero bitmap except the last bit).

The actual data in a node is packed together in the sanme order as
listed in the OAM Trace Type bitmap. Each node is padded to be the
mul tiple of 4 bytes.

2.2. Use Cases
New types of data can be potentially added and standardi zed, which
demand new bits allocated in the OAM Trace Type bitmaps. Sone
exanples are listed here.
o Metered fl ow bandw dt h.

o Tinme gap between two consecutive fl ow packets.
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2.

2.

0 Remmining tinme budget to the packet delivery deadline.
o Buffer occupancy on the Node.

0 Queue depth on each |evel of hierarchical QS queues.
o Packet jitter at the Node.

o Current packet |IP addresses.

o Current packet port nunbers.

o Time using different network timng protocol.

o0 Oher node statistics.

3. Consideration for Efficient Data Packing

The |l ength of each data nust be the nmultiple of 2 bytes. However,
allowing different data type to have different length, while
efficient in storage, nmakes data alignnment and packing difficult.

If we can define the nmaxi mum nunber of data types that can be carried
per packet, the offset of each data in the node can be pre-cal cul ated
and carried in the i OAM header. The overhead can be justified by the
overal | space saving of the node data list. Oherw se, each data’'s
of fset in the node nust be calculated in each device, with the help
of a table which stores the size of each data type. W can also
arrange the bitmap to reflect the data availability order in the
system(e.g., the bit for egress if _id nust be after the bit for
ingress_if_id), so in a pipeline-based system the required data can
be packed one after one.

4. Aternative Data Extension Possibilities

Bitmap is sinple and support parallel processing in hardware.
However, it is not the only option to support data type extension.
For exanpl e, cascaded TLV can be used to support arbitrary nunber of
new data types. This can be inplenented by using a flag bit to

i ndicate the presence of extra data types and packi ng the nunber of
types and the list of the type IDs after the trace option header.
The corresponding data is therefore added in each node data list in
the order as its type IDis listed in the extended trace option
header .
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3.

Security Consi derations

There is no extra security considerations beyond those have been
identified by the original in-situ OAM proposals.

| ANA Consi derations
This meno includes no request to | ANA
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