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Abstract

Today, a device can be simnmultaneously connected to nultiple

communi cati on networks based on different technol ogy inplenentations
and network architectures like WFi, LTE, DSL. In such nulti-
connectivity scenario, it is desirable to conbine nultiple access
net wor ks or select the best one to inprove quality of experience for
a user and inprove overall network utilization and efficiency. This
docunent presents the control plane protocols, as well as describes
control plane procedures for configuring the user plane in a nulti
access managenent services (MAMS) framework that can be used to
flexibly select the conbination of uplink and downlink access and
core network paths, and user plane treatnment for inproving network
ef fici ency and enhanced application quality of experience.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a nmaxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 4, 2018.
Copyright Notice

Copyright (c) 2017 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents

carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent rmnust

include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.
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1. Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. | ntroducti on

Mul ti Access Managenent Service (MAMS)

[1-D. kanugovi -i nt area- mans-protocol] is a framework to sel ect and
configure network paths when nultiple connections can serve a client
device. It allows the path selection and configuration to adapt to
dynam c network conditions. It is based on principles of user plane
i nterworking that enables the solution to be depl oyed as an overl ay
W t hout inpacting the underlying networks.

Thi s docunent presents the control plane protocols for the MAMS
framework. |t co-exists and conpl enents user plane protocols (e.g.
MPTCP [ RFC6824], MPTCP Proxy [1-D. boucadair-nptcp-pl ai n- node],

[1-D. wei-nptcp-proxy-mechani snj, GRE

[I-D. zhu-intarea-mans-user-protocol]) by providing a way to negoti ate
and configure them based on client and network capabilities. It
al | ows exchange of network state information and | everages network
intelligence to optimze the performance of such protocols.

3. Term nol ogy

"Anchor Connection": Refers to the network path fromthe N MADP to
the Application Server that corresponds to a specific IP anchor that
has assigned an I P address to the client.

"Del ivery Connection": Refers to the network path fromthe N-MADP to
the client.

"Net wor k Connection Manager" (NCM, "dient Connection Manager"

(CCM, "Network Multi Access Data Proxy" (N-MADP), and "Client Milti
Access Data Proxy" (C-MADP) in this docunent are to be interpreted as
described in [I-D. kanugovi -i nt ar ea- mans- prot ocol | .
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4.

5.

MAMS Control - Pl ane Prot ocol

The MAMS architecture [I-D. kanugovi -i nt area-mans-protocol] introduces
the foll ow ng functional elenents,

o Network Connection Manager (NCM and Cient Connection Manager
(CCM in the control plane, and

o Network Multi Access Data Proxy (NMADP) and Client Miulti Access
Data Proxy (C MADP) handling the user plane.

Figure 1 shows the default MAMS control plane protocol stack.

WebSocket is used for transporting managenent and control nessages
bet ween NCM and CCM

| Mul ti Access (MX) Control Message |

o mm o e e e eeaaao-os +
| WebSocket |
| |
o m e e e e aa oo +
| TCP/ TLS |
| |
o mm o e e e eeaaao-os +

Figure 1. TCP-based MAMS Control Plane Protocol Stack
MAMS User Pl ane Prot ocol

Figure 2 shows the MAMS user plane protocol stack.
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It

0]

O U U e +
User Payload (e.g. |P PDU)

o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m +
e . +
| Fo e et e et et eccicctccsccscesemasessessesme s e e + |
| | Multi Access (MX) Convergence Subl ayer |
| o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e — + |
| o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m + |
| | MX Adaptation | MX Adaptation | MX Adaptation [
| | Sublayer | Subl ayer | Subl ayer [ |
| | (optional) | (optional) | (optional) [
| oo - - o M S R R + |
| | Access #1 IP | Access #2 IP | Access #3 |P |
| o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m + |
| MAMS User Pl ane Protocol Stack
e N~ +

Figure 2. MAMS User Plane Protocol Stack
consists of the follow ng two Subl ayers:

Mul ti-Access (MX) Convergence Subl ayer: This layer perforns nmulti-
access specific tasks, e.g. access (path) selection, multi-link
(path) aggregation, splitting/reordering, |ossless swtching,
fragnentati on, concatenation, etc. For exanple, MX Convergence

| ayer can be inplenented using existing user plane protocols I|ike
MPTCP or by adapting encapsul ating header/trailer schenmes (e.g
Trail er Based MX Convergence as specified in

[1-D. zhu-i nt ar ea- mans- user - protocol ]).

Mul ti-Access (MX) Adaptation Sublayer: This |ayer performs
functions to handl e tunnelling, network |ayer security, and NAT
For exanple, MX Adaptation can be inplenented using |Psec, DTLS or
Client NAT (Source NAT at Cient wth inverse mappi ng at N MADP
[1-D. zhu-i nt ar ea- mans- user-protocol]). The MX Adaptation Layer is
optional and can be independently configured for each of the
Access Links, e.g. in a deploynent with LTE (assumed secure) and
W-Fi (assuned not secure), the MX Adaptation Subl ayer can be
omtted for the LTE |link but MX Adaptation Sublayer is configured
as I Psec for the W-Fi |ink.
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0. MAMS Control Pl ane Procedures
6.1. Overview

CCM and NCM exchange signaling nessages to configure the user plane
functions, CMADP and N-MADP, at the client and network respectively.
The neans for CCMto obtain the NCM credentials (FQDN or | P Address)
for sending the initial discovery nessages are out of the scope of
MAMS docunent, e.g. using nethods |ike provisioning, DNS query. Once
t he di scovery process is successful, the (initial) NCM can update and
assi gn additi onal NCM addresses for sendi ng subsequent control plane
nmessages.

CCM di scovers and exchanges capabilities with the NCM NCM provi des
the credentials of the N-MADP end-poi nt and negoti ates the paraneters
for user plane with the CCM CCM configures C-MADP to setup the user
pl ane path (e.g. MPTCP/ UDP Proxy Connection) with the N MADP based
on the credentials (e.g. (MPTCP/UDP) Proxy |P address and port,
Associ ated Core Network Path), and the paranmeters exchanged with the
NCM The key procedures are described in details in the follow ng
sub- secti ons.
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S e + S e +
| CCM | | NCM |
+--+- -+ +--+- -+
| Di scovery and
| Capability |
| Exchange |
U U >

I I
| User Pl ane |
I I
I I

Pr ot ocol s

Set up
Cemmmmmcmcmesacaaaaaaa- >
| Path Quality |
| Esti mation |
o >

| Network capabilities
| e.g. RNIS[ETSIRNIS] |

Figure 3. MAMS Control Plane Procedures
6.2. Common fields in MAMS Control Messages
Each MAMS control nessage consists of the follow ng conmon fields:
o Version: indicates the version of MAMS control protocol
0 Message Type: indicates the type of the nessage, e.g. M
Di scovery, MX Capability REQ RSP etc.
0 Sequence Nunmber: auto-increnmented integer to uniquely identify a
transacti on of nessage exchange, e.g. MX Capability REQ RSP
6.3. Common procedures for MAMS Control Messages

This section describes the conmon procedures for MAMS Contr ol
Messages.
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1. Message Tinmeout

MAMS Control plane peer (NCMor CCM waits for a duration of

MAMVS Tl MEQUT ns, after sending a MAMS control nessage, before tim ng
out when expecting a response. The sender of the nessage wll
retransmt the nmessage for MAMS_RETRY tines before declaring failure.
A failure inplies that the MAMS peer is dead. CCMmay initiate the
MAMVS di scovery procedure for re-establishment of the MAMS session.

2. Keep Alive Procedure

MAMS Control plane peers execute the keep alive procedures to ensure
t hat peers are reachable and to recover from dead-peer scenari 0s.
Each MAMS control plane end-point maintains a MAVMS_KEEP_ALI VE ti ner
that is set for duration MAMS KEEP ALI VE TI MEQUT. MAMS KEEP ALl VE
timer is reset whenever the peer receives a MAMS Control message.
When MAMS KEEP ALI VE tinmer expires, MAMS KEEP ALI VE REQ nessage i s
sent. On reception of a MAMS KEEP ALI VE REQ nessage, the receiver
responds with a MAMS KEEP ALI VE RSP nessage. |f the sender does not
receive a MAMS Control nessage in response to MAMS RETRY nunber of
retries of MAMS KEEP ALI VE REQ nessage, the MAMS peer decl ares that
the peer is dead. CCMnay initiate MAMS Di scovery procedure for re-
establ i shnment of the MAMS session.

CCM shal | additionally send MX KEEP ALI VE REQ nessage i medi ately to
NCM whenever it detects a handover from one base station/access point
to another. During this time the user equi pnment shall stop using
MAMVS user plane functionality in uplink direction till it receives a
MX KEEP ALI VE RSP from NCM

MX KEEP ALI VE REQ i ncl udes follow ng information:

0 Reason: Can be 'Timeout’ or 'Handover’. Reason ’'Handover’ shall
be used by CCM only on detection of handover.

o0 Unique Session ldentifier: As defined in Section 6.4.

o Connection Id: This field shall be mandatorily be included if the
reason i s 'Handover’.

0o Delivery Node lIdentity (ECA in case of LTE and WFi AP Id or MAC
address in case of WFi). This field shall be mandatorily be
included if the reason is ’'Handover’.

D scovery & Capability Exchange

Figure 4 shows the MAMS di scovery and capability exchange procedure
consisting of the follow ng key steps:
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CC™M NCM
| I
+o-mm- - MX Di scovery Message ---------------------- >|
| o e e a e o - +
| | Lear n CCM |
| | 1P address |
| | & port |
| o e e a o - +
I I
R e T MX System | NFO- - - - - |
I I
R R MX Capability REQ >|
| <----- MX Capability RSP-----------mmmmmmmmaae oo |
R R R MX Capability ACK->|
I I
+ +

Figure 4. MAMS Control Procedure for D scovery & Capability Exchange

Step 1 (Discovery): CCM periodically sends out the MX Di scovery
Message to a pre-defined (NCM | P Address/port until MX System | NFO
nmessage i s received in acknow edgenent.

MX Di scovery Message includes the follow ng information:
o MAMS Version
MX System | NFO i ncl udes the follow ng information:
o Nunmber of Anchor Connections
For each Anchor Connection, it includes the follow ng paraneters:
Connection I D Unique identifier for the Anchor Connection
Connection Type (e.g., 0: W-Fi; 1. 5GNR 2: MilteFire; 3:
* hgﬁgEndpoint Address (For Control Plane Messages over this

connecti on)

+ | P Address or FQDN (Fully Qualified Domai n Nane)
+ Port Nunber

Step 2 (Capability Exchange): On receiving MX System I nfo nessage CCM
| earns the I P Address and port to start the step 2 of the control

pl ane connection, and sends out the MX Capability REQ nmessage,

i ncluding the foll ow ng Paraneters:
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0]

MX Feature Activation List: Indicates if the corresponding feature
is supported or not, e.g. lossless switching, fragnmentation,

concat enati on, Uplink aggregation, Downlink aggregation,

Measur enment, probing, etc.

Nunber of Anchor Connections (Core Networks)

For each Anchor Connection, it includes the follow ng paraneters:

* Connection ID

* Connection Type (e.g., 0: W-Fi; 1. 5GNR 2: MiulteFire; 3:
LTE)

Nunber of Delivery Connections (Access Links)

For each Delivery Connection, it includes the follow ng
paraneters:

Connection ID
Connection Type (e.g., 0: W-Fi; 1. 5GNR 2: MilteFire; 3:
LTE)

MX Conver gence Met hod Support Li st

Trail er-based MX Conver gence
MPTCP Pr oxy

GRE Aggregati on Proxy

MX Adapt ati on Met hod Support Li st

* X X

UDP Tunnel w thout DTLS
UDP Tunnel with DTLS

| Psec Tunnel [RFC3948]
Client NAT

* X X X

In response, NCM creates a unique identity for the CCM session, and
sends out the MX Capability RSP nessage, including the follow ng
i nformati on:

0]

MX Feature Activation List: Indicates if the corresponding feature
is enabled or not, e.g. lossless switching, fragnmentation,

concat enati on, Uplink aggregation, Downlink aggregation,

Measur enment, probing, etc.

Nunber of Anchor Connections (Core Networks)

For each Anchor Connection, it includes the follow ng paraneters:

* Connection ID

* Connection Type (e.g., 0: W-Fi; 1. 5GNR 2: MiulteFire; 3:
LTE)

Nunber of Delivery Connections (Access Links)
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For each Delivery Connection, it includes the follow ng
paraneters:

Connection ID
Connection Type (e.g., 0: W-Fi; 1. 5GNR 2: Milti-Fire; 3:
LTE)

o MX Convergence Method Support List

Trail er-based MX Conver gence
MPTCP Pr oxy

CGRE Aggregation Proxy

Adapt ati on Met hod Support Li st

(@)
;x—x-x-

UDP Tunnel w thout DTLS
UDP Tunnel with DTLS

| Psec Tunnel [ RFC3948]
Client NAT

* X X X

Uni que Session ldentifier: Unique session identifier for the CCM
whi ch has setup the connection. In case the session for the UE

al ready exists then the existing unique session identifier is sent
back.

o NCMId: Unique ldentity of the NCMin the operator network.
o0 Session Id: Unique identity assigned to the CCMinstance by this
NCM i nst ance.

In response to MX Capability RSP nessage, the CCM sends confirmation
(or reject) in the MX Capability ACK nessage. MX Capability ACK
i ncludes the foll ow ng paraneters

0 Unique Session ldentifier: Sane identifier as provided in MX
Capability RSP

o Acknow edgenent: An indication if the client has accepted or
rejected the capability phase.

MX ACCEPT: CCM Accepts the Capability set proposed by the NCM
* MX REJECT: CCM Rejects the Capability set proposed by the NCM

If MX REJECT is received by the NCM the current MAMS session will be
t erm nat ed.

If CCM can no | onger continue with the current capabilities, it
shoul d send an MX SESSI ON TERM NATE nessage to term nate the MANVS
session. In response, the NCM should send a MX SESSI ON TERM NATE ACK
to confirmthe term nation
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6.5. User Plane Configuration

Figure 5 shows the user plane configuration procedure consisting of
the foll ow ng key steps:

|

| NCM prepares N+MADP f or |
| | User Pl ane| Setup |
I
I

o e o e e e oo +
O MX UP Setup Config---|
| ----- | MK UP Setup CONF+---------mmmmmmee e oo - >|
Fmmm e e e e + |
| Link "X" is up/down| |
oo - + |
|----- MX Reconfiguration REQ (update/rel ease)------- >|
R +MX Reconfi guration RSP+---|

Figure 5. MAMS Control Procedure for User Plane Configuration

Reconfiguration: when the client detects that the Iink is up/down or
the I P address changes (e.g. via APIs provided by the client OS5), CCM
sends out a MX Reconfiguration REQ Message to setup / rel ease /
updat e the connection, and the nessage SHOULD i nclude the foll ow ng

i nformation

0 Unique Session ldentifier: Identity of the CCMidentity at NCM
created by NCM during the capability exchange phase.

0 Reconfiguration Action: indicate the reconfiguration action
(O:release; 1: setup; 2: update).

o Connection ID: identify the connection for reconfiguration

If (Reconfiguration Action is setup or update), then include the
foll ow ng paraneters

o | P address of the connection

o SSID (if Connection Type = WFi)

o MIU of the connection: MIU of the delivery path that is cal cul ated
at the UE for use by NCMto configure fragnmentati on and
concat enati on procedures[|-D. zhu-intarea-mans-user-protocol] at
N- MADP
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o0 Delivery Node ldentity: Identity of the node to which the client
is attached. ECA in case of LTE and WFi AP Id or MAC address in
case of WFi.

At the beginning of a connection setup, CCMinfornms the NCM of the
connection status using the MX Reconfiguration REQ nessage wth
Reconfiguration Action type set to "setup”. NCM acknow edges the
connection setup status and exchanges paraneters with the CCM for
user plane setup, described as foll ows.

User Pl ane Protocols Setup: Based on the negotiated capabilities, NCM
sets up the user plane (Adaptation Layer and Convergence Layer)
protocols at the N-MADP, and infornms the CCM of the user plane
protocols to setup at the client (CMADP) and the paraneters for

C- MADP to connect to N- MADP

Each MADP i nstance is responsi ble for one anchor connection. The M
UP Setup Config consists of the foll ow ng paraneters:

0o Number of Anchor Connections (Core Networks)
For Each Anchor Connection, it includes the follow ng paraneters

Anchor Connection |ID
Connection Type (e.g., 0: W-Fi; 1: 5GNR 2: MilteFire; 3:
LTE)

* MX Convergence Met hod

+ Trail er-based MX Conver gence
+ MPTCP Proxy
+ GRE Aggregation Proxy

* MX Convergence Method Paraneters

+ Convergence Proxy |P Address
+ Convergence Proxy Port
*  Nunmber of Delivery Connections

For each Delivery Connection, include the follow ng:

+ Delivery Connection ID

+ Connection Type (e.g., 0: W-Fi; 1. 5GNR 2: MilteFire; 3:
LTE)

+ MX Adaptation Met hod

- UDP Tunnel w thout DTLS
- UDP Tunnel with DTLS

- | PSec Tunnel

- Cient NAT
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6.

6.

+ MX Adaptation Method Paranmeters

- Tunnel Endpoint |P Address
- Tunnel Endpoint Port
- Shared Secret

e.g. Wien LTE and W-Fi are the two user plane accesses, NCM conveys
to CCMthat |Psec needs to be setup as the MX Adaptation Layer over
the W-Fi Access, using the follow ng paraneters - |Psec end-point IP
address, Pre-Shared Key., No Adaptation Layer is needed or Cient NAT
may be used over the LTE Access as it is considered secure with no
NAT. The MX Convergence Method is configured as MPTCP Proxy al ong

wi th paraneters for connection to the MPTCP Proxy, nanely |P Address
and Port of the MPTCP Proxy for TCP Applications.

Once the user plane protocols are configured, CCMinforms the NCM of
the status via the MX UP Setup CNF nessage. The MX UP Setup CNF
consists of the follow ng paraneters:

0 Unique Session ldentifier: Session identifier provided to the
client in MX Capability RSP
o0 MX Probe Paraneters (included if probing is supported):

* UDP Port Nunber for receiving Probes
o Cient Adaptation Layer Paraneters:

Nunber of Delivery Connections
* For each Delivery Connection, include the follow ng:

+ Delivery Connection ID
+ UDP port nunber: |f UDP based adaptation is in use, the UDP
port at C MADP side

MAMS Path Quality Estination

Path quality estimati ons can be done either passively or actively.
Traffic nmeasurenents in the network coul d be perfornmed passively by
conparing the real-tinme data throughput of the device with the
capacity available in the network. The utilization of a cell/eNB
attached to a device could be used as an indicator for path quality
estimations wthout creating an extra traffic overhead. Active
measurenents by the device are alternatives to neasure path quality
estimations.
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Cc™m NCM
I I
| <------mmamao- - + MX Path Estimation Configuration+--
| ----- + MX Path Estimation Results+----------------- >
|

Figure 6: MAMS Control Plane Procedure for Path Quality Estimation

NCM sends follow ng the configuration paraneters in the MX Path
Estimation Configuration nmessage to the CCM

o Connection ID (of Delivery Connection whose path quality needs to
be esti mat ed)

Init Probe Test Duration (ns)

Init Probe Test Rate (Mops)

Init Probe Size (Bytes)

Init Probe Ack Required (0O -> No/1 -> Yes)

Active Probe Frequency (ns)

Active Probe Size (Bytes)

Active Probe Test Duration (mns)

Active Probe Ack Required (0O -> No/1 -> Yes)

Oo0OO0OO0OO0OO0OO0O0

CCM configures the C-MADP for probe reception based on these
paranmeters and for collection of the statistics according to the
foll ow ng configuration.

0 Unique Session Identifier: Session identifier provided to the
client in MX Capability RSP
o Init Probe Results Configuration

* Lost Probes (%
* Probe Receiving Rate (packets per second)
0 Active Probe Results Configuration

* Average Throughput in the | ast Probe Duration

The user plane probing is divided into two phases - Initialization
phase and Active phase.

o Initialization phase: A network path that is not included by
N- MADP for transm ssion of user data is deenmed to be in the
Initialization phase. The user data nay be transmitted over other
avai | abl e networ k paths.
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0 Active phase: A network path that is included by N-MADP for
transm ssion of user data is deenmed to be in Active phase.

In Initialization phase, NCM configures NNMADP to send an MX Idle
Probe REQ nessage. CCMcollects the Idle probe statistics from

C- MADP and sends the MX Path Estinmation Results Message to NCM per
the Initialization Probe Results configuration.

In Active phase, NCM configures N-MADP to send an MX Active Probe REQ
nmessage.. C-MADP cal culates the netrics as specified by the Active
Probe Results Configuration. CCMcollects the Active probe
statistics from C MADP and sends the MX Path Estimation Results
Message to NCM per the Active Probe Results configuration.

6.7. MAMS Traffic Steering

CCM NCM

| L B +
| | Steer user traffic to Path "X

| o m e e e e e e e e e e e e e m s +
[ <-----memmiaee - - MX Traffic Steering (TS) REQ -|

| ----- MX Traffic Steering (TS) RSP ------------- >|

Figure 7. MAMS Traffic Steering Procedure

NCM sends out a MX Traffic Steering (TS) REQ nessage to steer data
traffic. It is also possible to send data traffic over nultiple
connections sinultaneously, i.e. aggregation. The nessage includes
the follow ng information:

o Connection ID of the Anchor Connection

o0 Connection ID List of Delivery Connections for DL traffic

o For the nunber of Specific UL traffic Tenpl ates, include the
foll ow ng

Traffic Tenplate for identifying the UL traffic
* Connection ID List of Delivery connections for UL traffic
identified by the traffic tenplate
0 MX Feature Activation List: each paraneter indicates if the
corresponding feature is enabled or not: |ossless swtching,
fragmentati on, concatenation, Uplink aggregation, Downlink
aggregati on, Measurenent, probing

In response, CCM sends out a MX Traffic Steering (TS) RSP nessage,
including the follow ng informtion:
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6.

6.

0 Unique Session Identifier: Session identifier provided to the
client in MX Capability RSP

0 MX Feature Activation List: each paraneter indicates if the
corresponding feature is enabled or not: |ossless swtching,
fragnent ati on, concatenation, Uplink aggregation, Downlink
aggregation, probing

8. MAMS Network I D Indication

CC™m NCM
I |
| o m e e e e e e e e e e e o +
| | NCM det erm nes preferred Networks]|
| o e e e e e e e e e e e e e m +
| <----mee e MX SSID Indication------------ |

Figure 8 MAMS Network I D Indication Procedure

NCM i ndicates the preferred network list to the CCMto guide client
on networks that it should connect to. To indicate preferred W-Fi
Net wor ks, the NCM sends the list of WLAN networks, represented by
SSI DY BSSI Y HESSI D, avail able in the MX SSID I ndication.

9. MAMS Cient Measurenment Configuration and Reporting

CCM NCM
I I
| <------emmeae oo MX MEAS CONFIG --------------- |
| I
o m e e e e e e e e e e e e e m + |
| dient Ready to send neasurenents| |
Fo e e e e e es et es s e e + |
I I
| ----- MX MEAS REPORT---------------------------- >|

Figure 9. MAMS Cient Measurenent Configuration and Reporting
Procedure

NCM configures the CCMwith the different paranmeters (e.g. radio link
information), with the associated thresholds to be reported by the
client. The MX MEAS CONFI G nessage contains the follow ng
paraneters. For each Delivery Connection, include the foll ow ng:
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o Del

ivery Connection ID

o Connection Type (e.g., 0: W-Fi; 1. 5GNR 2: MiulteFire; 3: LTE)

o |If
*
*
*
*
*
*
*
*
*
*
*
*
o |If
*
*
*
*
*
*
*
Kanugovi ,

Connection Type is W-Fi

WLAN RSSI THRESH: Hi gh and Low Threshol ds for sendi ng Average
RSSI of the W-Fi Link.

WLAN RSSI _PERI OD: Periodicity in ns for sending Average RSSI of
the W-Fi Link

W.AN LOAD THRESH: Hi gh and Low Threshol ds for sendi ng Loadi ng
of the WLAN system

WLAN LOAD PERIOD: Periodicity in ns for sendi ng Loadi ng of the
WLAN system

UL_TPUT_THRESH. Hi gh and Low Threshol ds for sending Reverse

Li nk Throughput on the W-Fi I|ink.

UL _TPUT_PERI CD: Periodicity in ns for sending Reverse Link

Thr oughput on the W-Fi 1|ink.

DL _TPUT _THRESH. Hi gh and Low Threshol ds for sendi ng Forward

Li nk Throughput on the W-Fi |ink.

DL_TPUT_PERI OD: Periodicity in ns for sending Forward Link

Thr oughput on the W-Fi [|ink.

EST UL _TPUT_THRESH Hi gh and Low Threshol ds for sendi ng Reverse
Li nk Throughput (Esti matedThroughput Qut bound as defined in
[EEE]) on the W-Fi |ink.

EST UL _TPUT _PERI OD: Periodicity in nms for sending Reverse Link
Thr oughput (Esti mat edThr oughput Qut bound as defined in [| EEE])
on the W-Fi 1|ink.

EST DL_TPUT_THRESH Hi gh and Low Threshol ds for sendi ng Forward
Li nk Throughput (EstimatedThroughputl nbound as defined in
[EEE]) on the W-Fi |ink.

EST DL_TPUT _PERI OD: Periodicity in nms for sending Forward Link
Thr oughput (Esti mat edThr oughput | nbound as defined in [I EEE]) on
the W-Fi |ink

Connection Type is LTE

LTE RSRP_THRESH. H gh and Low Threshol ds for sending RSRP of
Serving LTE |ink

LTE_RSRP_PERI OD: Periodicity in nms for sending RSRP of Serving
LTE Ii nk.

LTE RSRQ THRESH. Hi gh and Low Threshol ds for sendi ng RSRQ of
the serving LTE Iink.

LTE RSRQ PERI OD: Periodicity in nms for sending RSRP of Serving
LTE 1i nk.

UL_TPUT_THRESH. Hi gh and Low Threshol ds for sending Reverse

Li nk Throughput on the serving LTE |ink.

UL _TPUT_PERI CD: Periodicity in ns for sending Reverse Link

Thr oughput on the serving LTE |i nk.

DL _TPUT _THRESH. Hi gh and Low Threshol ds for sendi ng Forward

Li nk Throughput on the serving LTE |ink.
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* DL_TPUT_PERI OD: Periodicity in ns for sending Forward Link
Thr oughput on the serving LTE |ink.

The MX MEAS REPORT nessage contains the follow ng paraneters

0 Unique Session ldentifier: Session identifier provided to the
client in MX Capability RSP
o For each Delivery Connection, include the follow ng:

Del i very Connection ID
Connection Type (e.g., 0: W-Fi; 1. 5GNR 2: MilteFire; 3:
LTE)

* Delivery Node Identity (ECG in case of LTE and WFi AP Id or
MAC address in case of WFi)

* 1f Connection Type is W-Fi

+ WLAN RSSI: Average RSSI of the W-Fi Link.

+ W.LAN _LOAD: Loadi ng of the WLAN system

+ UL_TPUT: Reverse Link Throughput on the W-Fi Iink.

+ DL_TPUT: Forward Link Throughput on the W-Fi I|ink.

+ EST_UL_TPUT: Estimated Reverse Link Throughput on the W-Fi
link (EstimatedThroughput Qut bound as defined in [|EEE]).

+ EST DL _TPUT: Estimated Forward Link Throughput on the W-Fi

[ink (EstimatedThroughputlnbound as defined in [| EEE]).
* |f Connection Type is LTE

LTE RSRP: RSRP of Serving LTE Iink.

LTE RSRQ RSRQ of the serving LTE link

UL _TPUT: Reverse Link Throughput on the serving LTE |ink.
DL_TPUT: Forward Link Throughput on the serving LTE Iink.

++ + +

6. 10. MAMS Session Termn nation Procedure

+----MX Session Term nate--------- >

o e oo +
Renpbve Resources
oo +

I
I
|
| <---MX Session Term nate Ack------- |
I
I
I
I

Figure 10: MAMS Session Term nation Procedure - Client Initiated
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CC™Mm NCM

I I
| <---------- MX Session Term nate-------- |
I I
| |
| _ _ |

R MX Session Term nate Ack------- >
I I
| I
o e e e o - o e e e o - + |
Renove Resources | |
Fommmmen e Fommmmen e + |
|

Figure 11: MAMS Session Term nation Procedure - Network Initiated

At any point in MAMS functioning if CCMor NCMis unable to support

t he MAMS functions anynore, then either of themcan initiate a

term nati on procedure by sending MX Session Term nate to the peer,

t he peer shall acknow edge the termination by sending MX Sessi on
Term nate ACK nessage. After the session is disconnected the CCM
shall start a new procedure with MX D scover Message. MX Sessi on
Term nat e nessage shall contain Unique Session Identifier and reason
for termnation in Request. Possible reasons for term nation can be:

o Normal Rel ease
o0 No Response from Peer
o Internal Error

7. Applying MAMS Control Procedures with MPTCP Proxy as User Pl ane

If NCM determines that NNMADP is to be instantiated with MPTCP as the
MX Conver gence Protocol, it exchanges the MPTCP capability support in
di scovery and capability exchange procedures. NCMthen exchanges the
credentials of the N-MADP instance, setup as MPTCP Proxy, along wth
rel ated paraneters to the CCM CCM configures C- MADP with these
parameters to connect with the N-MADP, MPTCP proxy (e.d.

[1-D. wei-nptcp-proxy-mechani snl, [I-D.boucadair-nptcp-plain-node])

i nstance, on the avail able network path (Access).

Figure 8 shows the call flow describing MAMS control procedures
applied to configure user plane and dynam c optimal path selection in
a scenario with MPTCP Proxy as the convergence protocol in the user

pl ane.
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S R + R + R + R + R + S R +
I | | | | | I
| CCM | | C MADP | | W-Fi NW | LTE NN W| | NC™M | | N- MADP|
B + R + R + R + R + B +
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e a o +
| 1. LTE Session Setup and I P Add. Allocation |
------------------------------------------- T T L ey Y
| 2. MAMS Di scovery Message ( MAMS Version) | |
o m e e e e e e e e e e e e e e e e e e m e e e e e m o e - >
| 3. MX SYSTEM I NFO (Serving NCM | P/ Port Address) |

| | |
| 4. MX CAPABI LI TY REQ Supported Anchor/Delivery Links ( W-Fi, LTE)

o mm o m o o e e e eiaoaaoo-- +->
| 5. MX CAPABI LI TY RSP( Conver gence/ Adapt ati on Par aneters) |
o e o m o e o e o e e e e e e e e e mema oo Fom e e oo +
| 6. MX CAPABI LI TY ACK( ACCEPT | |
S S e >

Qe e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| 8. MX MEAS REPORT ( LTE RSRP, UL/DL TPUT ) |
o oo >
|9. MAMS SSID I ND(List of SSIDs) | |
oo g g +

o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e >
| 11. MX RECONFONFI GURATI ON RSP | |

Qe mmmmmeeceemececiciacacassecacasaasaaana- R +

| 12. MX UP SETUP REQ ( MPTCP Proxy | P/ Port, Aggregation) |

Qoo o e oo S S +

| 13. MX UP SETUP RSP | | |

o e o e o e o e > +

| | 14. MPTCP Connection with designated MPTCP Proxy over LTE
| Fommm e Fommm e Fommm e Fommm e >

| | | | | |

+ + + + + +

Figure 12: MAMS- assisted MPTCP Proxy as User Plane - Initial Setup
with LTE | eg

Foll owi ng are the salient steps described in the call flow The
client connects to the LTE network and obtains an | P address (assune
LTE is the first connection), and initiates the NCM di scovery
procedures and exchange capabilities, including the support for MPTCP
as the convergence protocol at both the network and the client.
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The CCMinfornms the LTE connection paraneters to the NCM NCM

provi des the paraneters |ike MPTCP Proxy | P address/Port for
configuring the convergence layer. This is useful if NNMADP is
reachabl e via different I P address or/and port, fromdifferent access
networks. The current MPTCP signaling can't identify or
differentiate the MPTCP proxy |IP address and port anong nultiple
access networks. Since LTE is the only connection, the user plane
traffic fl ows over the single TCP subfl ow over the LTE connecti on.
Optionally, NCM can provi de assistance to the device on the

nei ghboring/ preferred W-Fi networks that it can associate wth.
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S + e oo - + e oo - + e oo - + e oo - + S
I I I I I I I I I I I

| CCM | | C MADP | |W-Fi NW | LTE NN W | | NC™M | | N- MADP|
O + oo - + oo - + oo - + oo - + -
o o o o o o o o e o e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me e e -

| Traffic over LTE in UL and DL over MPTCP Connecti on

o o o e e o o o e o o e e e o e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e e e =
o o o e o o o o e o o o e e o e e o e e e e e e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e e mea ==
| W -Fi Connection Establishnent and | P Address All ocation
i +- -+
| 15. MX RECONFI GURATI ON REQ (W-Fi |P) | | |
o e e e e e et et cctcctccsccsccscmasessesmesmesmeae > |
| 16. MX RECONFONFI GURATI ON RSP | | |
o m e e e e e e e e e e e e e e e e e e e e e e e e — S + |
| 17. MX UP SETUP REQ (MPTCP Proxy | P/ Port, Aggregation) | |
Lo m e e e e e e e e e e e m o e o e + |
| 18. MX UP SETUP RSP | | | |
Fommm e Fommm e Fommm e Fommm e > |
| | 19. 1 Psec Tunnel Establishment over W.AN path |

o m e e e e e e e e e e e e e e e e e e e e e e e e — [------------- >
| 20. MX MEAS REPORT (WLAN RSSI, LTE RSRP. UL/DL TPUT) |[+4------------- +
A A A A >+\Wait for
| | | | | +good reports |
| | | | R +
| 21. MX TRAFFI C STEERI NG REQ (UL/ DL Access, TFTs) I +
A L R LT + | All ow Use of |
| 22. MX TRAFFI C STEERING RSP (...) | | |W-Fi [link
o e o e o e e e e e e e e e e e m > e e e e - ++

| ] Aggregated W-Fi and LTE capacity for UL and DL | ]

Figure 13: MAMS-assisted MPTCP Proxy as User Plane - Add W-Fi |eg

Figure 9 describes the steps, when the client establishes a W-Fi
connection. CCMinfornms the NCM of the W-Fi connection along with
paraneters like the W-Fi |IP address, SSID. NCM determ nes that the
W -Fi connection needs to be secured configures the Adaptation Layer
to be I Psec and provides the required paraneters to the CCM In
addi tion, NCM provides the information to configure the convergence
| ayer, (e.g. MPTCP Proxy |IP Address), and provides the Traffic
Steering Request to indicate that client should use only the LTE
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access. NCM may do this, for exanple, on determ nation fromthe

measurenents that the W-Fi |link is not consistently good enough. As
the W-Fi |ink conditions inprove, NCM sends a Traffic Steering
Request to use W-Fi access as well. This triggers the client to

establish the TCP subfl ow over the W-Fi link with the MPTCP proxy

S +  Ae---o--- +  Ae---o--- +  Ae---o--- + oo + Ao +
I | | | | | I
| CCM | | C+MADP | | W+Fi NW | LTE NV W | | NC™M | | N+MADP
S +  Hmmeme--a- +  Hmmeme--a- +  Hmmeme--a- +  Hmmeme--a- + Ao +
T T T I N S +
| Traffic over LTE and W Fi in UL And DL over MPTCP |
S S S S S +---+
| | |
| 23. MX MEAS REPORT (WLAN RSSI, LTE RSRP ,UL/DL TPUT) |+----------- +---+
S S S S >|| Reports of bad
| | | | |+ W-Fi UL tput|
| + + + IR +
| 24. MX TRAFFI C STEERI NG REQ (UL/ DL Access, TFTs) | +----memee - +
R e oo i + | Disall ow use]|
| 25. MX TRAFFI C STEERING RSP (...) | | |of W-Fi UL |
[------------- Fommm e e, Fom e e e e e e e, I e +- -+
| | | | | |
S SRS S RS S RS S RS S +-+
| UL data to use TCP subflow over LTE Iink only, |
| Aggregated W-Fi +LTE capacity for DL |
s TS o e o e o e o e ++
| | | | |
+ + + + + +

Figure 14: MAMS-assisted MPTCP Proxy as User Plane - W-Fi UL
degr ades

Figure 10 describes the steps, when the client reports that W-Fi
link conditions degrade in UL. MAMS control plane is used to
continuously nonitor the access link conditions on W-Fi and LTE
connections. The NCM nmay at some point determ ne increase in UL
traffic on W-Fi, and trigger the client to only LTE in the UL via
Traffic Steering Request to inprove UL perfornmance.
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S + e oo - + e oo - + e oo - + e oo - + S +
I I I I I I I I I I
| CCM | | C+MADP | | W+Fi NW | LTE NN W | | NC™M | | N+MADP|
O + oo - + oo - + oo - + oo - + - +
o +

| UL data to use TCP subflow over LTE Iink only,
| Aggregated W +Fi +LTE capacity for DL

I | | | I I
+ + + |
| 23. MX MEAS REPORT (WLAN RSSI, LTE RSRP, UL/DL TPUT) +------------ +---+
R LT R LT R LT S >|| Reports of bad+
| | | | || W+Fi UL/DL tput
| + + + o e e +
| 24. MX TRAFFI C STEERI NG REQ (UL/ DL Access, TFTs) | +------------- +
R e A + | Disall ow use|
| 25. MX TRAFFI C STEERING RSP (...) | | | of W +Fi
RN PR S+ mcmcecmacaaa- +
| | Del ete TCP subflow from MPTCP conn. over W-Fi [|ink |
| < m e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m >|
o m s e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e — +
|| Traffic over LTE link only for DL and UL | | |
[| (until dient reports better W-Fi [|ink conditions) | | ]
e T N N N N T N T N NS +
| | | | | |
+ + + + + +

Fi gure 15: MAMS- assi sted MPTCP Proxy as User Plane - Part 4

Figure 11 describes the steps, when the client reports that W-Fi
link conditions degrade in both UL and DL. As the W-Fi link
conditions deteriorate further, the NCM nay deternmine to send Traffic
St eering Request guiding the client to stop using W-Fi, and to use
only LTE access in both UL and DL. This condition nmay be nai ntai ned
until NCM det erm nes, based on reported neasurenents that W-Fi |ink
has becone usabl e.

8. Applying MAMS Control Procedures for Network Assisted Traffic
Steering when there is no convergence | ayer

Figure Y shows the call flow describing MAMS control procedures
applied for dynam c optinmal path selection in a scenario convergence
and Adaptation |ayer protocols are not onmtted. This scenario

i ndicates the applicability of a MAMS Control Pl ane only sol ution.

In the capability exchange nessages, NCM and CCM negoti ate t hat
Convergence and Adaptation |ayer protocols are not needed (or
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supported). CCMinfornms the NCM of the availability of the LTE and
W-Fi links. NCMdeterm nes the access links, W-Fi or LTE to be
used dynamically based on the reported link quality measurenents.

S R + T + T + T + S + S R
I | | | | I
| CCM | | C+MADP | | W+Fi NW | LTE NN W/| | NC™M | | N+MADP|
R + S + S + S + R + R
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm o mm o mm - =
| 1. LTE Session Setup and | P Add. Allocation
o e e e e e e e e e e e e e e e e e e e e e e e e e amaao s R Fom e +- +
| 2. MAMS Di scovery Message (MAMS Version) | | |
o m e e e e e e e e e e e e e e e e e e e e m R >| |
| 3. MX SYSTEM I NFO (Serving NCM | P/ Port Address) | |
Cemmm e e e e o e o e o e + |
| + + + + |
| 4. MX CAPABI LI TY REQ Supported Anchor/Delivery Links ( W-Fi, LTE) |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m - >| |
| 5. MX CAPABI LI TY RSP(No Conver gence/ Adpat ati on paraneters) |
R e R + |
| 6. MX CAPABI LI TY ACK(ACCEPT) | | |
Fommm e e, Fommm e e, Fom e e e e e e e, >| |
| + + + + |
| 7. MX MEAS CONFI G (WLAN/ LTE Measurenent Threshol ds/ Peri od) |
| S | |
| 8. MX MEAS REPORT ( LTE RSRP, UL/DL TPUT ) | |
DR e R EEEEEE R R > |
| 9. MAMS SSI D I ND(List of SSIDs) | | |
| | |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e m e mm - ++
| 10. W|Fi connection setup and I P Address all ocation |
N R o e - o e - o e - o e - ++
| * * ] | |
| 10. MX RECONFI GURATI ON REQ (LTE IP, W-Fi 1P) | |
Fo e e e eecctcc ettt s e s e s e e Fommmmen e e >| |
| 11. MX RECONFONFI GURATI ON RSP | | |
o +| |
o m s e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e — ++
| Initial Condition, Data over LTE link only, WLAN link is poor |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m oo I ++
| 12. MX MEAS REPORT (W.AN RSSI, LTE RSRP, UL/ DL TPUT) | 4------mmmm - - +
R e >| | W-Fi Link |
| | | | | | condi tions |
| | | | | | reported good|
| | | | Y
| 13. MX TRAFFI C STEERI NG REQ (UL/ DL Access, TFTs) | 4------mmae - -
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10.

10.

Kanugovi, et al.

R T LT LT Fome e | | Steer traffi
14. MX TRAFFI C STEERI NG RSP (...) | ||to use W-Fi
S Fome - - Fome - - e [ |11 nk

| | | 4o

Use W-Fi link for Data
_________________________________________________________ o e e e e oo oo -
I I
+ + + +

Fi gure 16: MAMS- assisted MPTCP Proxy as User Plane - Part 3
Co- exi stence of MX Adaptation and MX Convergence Layers

MAMS u- pl ane protocols support mnultiple conbinations and i nstances of
user plane protocols to be used in the MX Adaptation and the
Conver gence | ayer.

For exanpl e, one instance of the MX Convergence Layer can be MPTCP
Proxy and anot her instance can be Trailer based. The MX Adaptation
for each can be either UDP tunnel or IPsec. |PSec may be set up when
net wor k pat hneeds to be secured, e.g. to protect the TCP subfl ow
traversing the network path between the client and MPTCP proxy.

Each of the instances of MAMS user plane, i.e. conbination of M
Convergence and MX Adaptation | ayer protocols, can coexi st
si mul taneously and i ndependently handle different traffic types.

Security Consi derations
1. MAMS Control plane security

For depl oynment scenarios, where the client is configured (e.g. by the
network operator) to use a specific network for exchangi ng control

pl ane nmessages and assune the network path to be secure, MAMS contr ol
messages Will rely on security provided by the underlying transport
net wor k.

For depl oynent scenari os where the security of the network path
cannot be assuned, NCM and CCM i npl enent ati ons MJST support the
"https" URI schenme [RFC2818] and Transport Layer Security (TLS)

[ RFC5246] to secure control plane nessage exchange between the NCM
and CCM
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10.

11.

12.

12.

12.

For depl oynment scenarios where client authentication is desired, HITP
Di gest Authentication MJUST be supported. TLS Cient Authentication
is the preferred mechanismif it is avail able.

2. MAMS User plane security

User data in MAMS framework relies on the security of the underlying
network transport paths. Wen this cannot be assunmed, NCM configures
use of protocols, |ike IPsec [ RFC4301] [RFC3948] in the MX Adaptation
Layer, for security.
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Appendi x A.  MAMS Control Plane Optim zation over Secure Connections

If the connection between CCM and NCM over which the MAMS contro
pl ane nessages are transported is assuned to be secure, UDP is used
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as the transport for managenent & control nessages between NCM and
UCM (see Figure 9).

| Mul ti-Access (MX) Control Message |

Figure 17: UDP-based MAMS Control plane Protocol Stack
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