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Abstr act

Thi s docunent describes a set of practices for operating the DNS with
security extensions (DNSSEC). The target audi ence is zone
adm ni strat ors depl oyi ng DNSSEC.

The docunent discusses operational aspects of using keys and
signatures in the DNS. It discusses issues of key generation, key
storage, signature generation, key rollover, and rel ated poli cies.

Thi s docunment obsol etes RFC 4641, as it covers nore operationa
ground and gives nore up-to-date requirenents with respect to key
sizes and the DNSSEC operations.

Status of This Meno

This docunment is not an Internet Standards Track specification; it is
published for infornational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the I ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6781
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1. Introduction

Thi s docunent describes how to run a DNS Security (DNSSEC) -enabl ed
environnent. It is intended for operators who have know edge of the
DNS (see RFC 1034 [ RFC1034] and RFC 1035 [ RFC1035]) and want to
depl oy DNSSEC (RFC 4033 [ RFC4033], RFC 4034 [ RFC4034], RFC 4035

[ RFC4035], and RFC 5155 [RFC5155]). The focus of the docunent is on
serving authoritative DNS information and is ainmed at zone owners,
nane server operators, registries, registrars, and registrants. It
assunes that there is no direct relationship between those entities
and the operators of validating recursive nane servers (validators).

Duri ng workshops and early operational deploynment, operators and
system adm ni strators have gai ned experi ence about operating the DNS
with security extensions (DNSSEC). This docunent translates these
experiences into a set of practices for zone adm ni strators.

Al t hough the DNS Root has been signed since July 15, 2010 and now
nmore than 80 secure del egations are provisioned in the root, at the
time of this witing there still exists relatively little experience
wi th DNSSEC i n production environments bel ow the Top-Level Domain
(TLD) level; this docunment should therefore explicitly not be seen as
representing 'Best Current Practices’. |Instead, it describes the
deci sions that should be made when depl oyi ng DNSSEC, gives the

choi ces avail abl e for each one, and provi des sonme operationa

gui delines. The docunment does not give strong reconmendations. That
may be the subject for a future version of this docunent.
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The procedures herein are focused on the nmi ntenance of signed zones
(i.e., signing and publishing zones on authoritative servers). It is
i ntended that mai ntenance of zones, such as re-signing or key

roll overs, be transparent to any verifying clients.

The structure of this docunent is as follows. |In Section 2, we

di scuss the inportance of keeping the "chain of trust" intact.
Aspects of key generation and storage of keys are discussed in
Section 3; the focus in this sectionis mauinly on the security of the
private part of the key(s). Section 4 describes considerations
concerning the public part of the keys. Sections 4.1 and 4.2 dea
with the rollover, or replacenent, of keys. Section 4.3 discusses
consi derati ons on how parents deal with their children's public keys
in order to maintain chains of trust. Section 4.4 covers all kinds
of timng issues around key publication. Section 5 covers the

consi derations regardi ng sel ecting and using the NSEC or NSEC3

[ RFC5155] Resource Record.

The typographi c conventions used in this docunent are explained in
Appendi x B

Since we describe operational suggestions and there are no protoco
specifications, the RFC 2119 [ RFC2119] | anguage does not apply to
this docunent, though we do use quotes from other docunents that do
i nclude the RFC 2119 | anguage.

Thi s docunent obsol etes RFC 4641 [ RFC4641].

1.1. The Use of the Term’ key’
It is assuned that the reader is fanmliar with the concept of
asymetric cryptography, or public-key cryptography, on which DNSSEC

is based (see the definition of "asynmetric cryptography’ in RFC 4949
[ RFC4949]). Therefore, this docunent will use the term’key’ rather

| oosely. Where it is witten that "a key is used to sign data’, it
is assuned that the reader understands that it is the private part of
the key pair that is used for signing. It is also assuned that the

reader understands that the public part of the key pair is published
in the DNSKEY Resource Record (DNSKEY RR) and that it is the public
part that is used in signature verification
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1.2. Tine Definitions

In this docunent, we will be using a nunber of tine-related terns.
The follow ng definitions apply:

Signature validity period: The period that a signature is valid. It
starts at the (absolute) tine specified in the signature inception
field of the RRSIG RR and ends at the (absolute) time specified in
the expiration field of the RRSIG RR. The docunent sonetinmes al so
uses the term’validity period’ , which neans the sane.

Signature publication period: The period that a signature is
published. It starts at the tine the signature is introduced in
the zone for the first tine and ends at the time when the
signature is renmoved or replaced with a new signature. After one
stops publishing an RRSIGin a zone, it may take a while before
the RRSI G has expired from caches and has actually been renoved
from the DNS.

Key effectivity period: The period during which a key pair is
expected to be effective. It is defined as the tinme between the
earliest inception tinme stanp and the | ast expiration date of any
signature made with this key, regardl ess of any discontinuity in
the use of the key. The key effectivity period can span multiple
signature validity periods.

Maxi mum M ni num Zone Time to Live (TTL): The maxi mum or nini num
val ue of the TTLs fromthe conplete set of RRs in a zone, that are
used by validators or resolvers. Note that the mninmum TTL i s not
the same as the MNIMM field in the SOA RR  See RFC 2308
[ RFC2308] for nore information.

2. Keeping the Chain of Trust Intact

Maintaining a valid chain of trust is inportant because broken chains
of trust will result in data being marked as Bogus (as defined in

RFC 4033 [ RFC4033] Section 5), which nay cause entire (sub)donmains to
becone invisible to verifying clients. The adm nistrators of secured
zones need to realize that, to verifying clients, their zone is part
of a chain of trust.

As nentioned in the introduction, the procedures herein are intended
to ensure that nmintenance of zones, such as re-signing or key
rollovers, will be transparent to the verifying clients on the

I nternet.
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Admi ni strators of secured zones will need to keep in nind that data
published on an authoritative primary server will not be i mediately
seen by verifying clients; it nay take sone tine for the data to be
transferred to other (secondary) authoritative nanme servers and
clients may be fetching data from caching non-authoritative servers.
In this light, note that the tine until the data is available on the
sl ave can be negligi bl e when usi ng NOTI FY [ RFC1996] and | ncrenent al
Zone Transfer (IXFR) [RFC1995]. It increases when Authoritative
(full) Zone Transfers (AXFRs) are used in conbination with NOTIFY.

It increases even nore if you rely on the full zone transfers being
based only on the SQA tim ng paraneters for refresh

For the verifying clients, it is inportant that data from secured
zones can be used to build chains of trust, regardl ess of whether the
data canme directly froman authoritative server, a caching nane
server, or sone middle box. Only by carefully using the avail able
timng paraneters can a zone admini strator ensure that the data
necessary for verification can be obtai ned.

The responsibility for maintaining the chain of trust is shared by
admi ni strators of secured zones in the chain of trust. This is nost
obvious in the case of a 'key conprom se’ when a tradeoff must be
made between maintaining a valid chain of trust and replacing the
conproni sed keys as soon as possible. Then zone adninistrators will
have to deci de between keeping the chain of trust intact -- thereby
allowing for attacks with the conprom sed key -- or deliberately
breaki ng the chain of trust and maki ng secured subdomains invisible
to security-aware resolvers (also see Section 4.2).

3. Key Ceneration and Storage
This section describes a nunber of considerations with respect to the
use of keys. For the design of an operational procedure for key

generation and storage, a nunber of decisions need to be made:

0 Does one differentiate between Zone Signi ng Keys and Key Signing
Keys or is the use of one type of key sufficient?

0 Are Key Signing Keys (likely to be) in use as trust anchors
[ RFC4033] ?

0 What are the tinmng paraneters that are allowed by the operationa
requirenents?

0 What are the cryptographic paraneters that fit the operationa
need?
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The follow ng section discusses the considerations that need to be
taken into account when naking those choi ces.

3.1. (Operational Mdtivation for Zone Signing Keys and Key Signing Keys

The DNSSEC val i dation protocol does not distinguish between different
types of DNSKEYs. The notivations to differentiate between keys are
purely operational; validators will not nake a distinction

For operational reasons, described below, it is possible to designate
one or nore keys to have the role of Key Signing Keys (KSKs). These
keys will only sign the apex DNSKEY RRset in a zone. Qher keys can
be used to sign all the other RRsets in a zone that require
signatures. They are referred to as Zone Signing Keys (ZSKs). In
cases where the differentiati on between the KSK and ZSK i s not made,
i.e., where keys have the role of both KSK and ZSK, we tal k about a
Si ngl e- Type Si gni ng Schene.

If the two functions are separated, then for alnbst any net hod of key
managenent and zone signing, the KSK is used |less frequently than the
ZSK. Once a DNSKEY RRset is signed with the KSK, all the keys in the
RRset can be used as ZSKs. |If there has been an event that increases
the risk that a ZSK is conprom sed, it can be sinply replaced with a
ZSK rollover. The new RRset is then re-signed with the KSK

Changing a key that is a Secure Entry Point (SEP) [RFC4034] for a
zone can be relatively expensive, as it involves interaction with
third parties: Wien a key is only pointed to by a Del egation Signer
(DS) [RFC4034] record in the parent zone, one needs to conplete the
interaction with the parent and wait for the updated DS record to
appear in the DNS. 1In the case where a key is configured as a trust
anchor, one has to wait until one has sufficient confidence that all
trust anchors have been replaced. 1In fact, it may be that one is not
able to reach the conplete user-base with informati on about the key
rol |l over.

G ven the assunption that for KSKs the SEP flag is set, the KSK can
be distinguished froma ZSK by examining the flag field in the DNSKEY
RR If the flag field is an odd nunber, it is a KSK; otherwise, it is
a ZSK.

There is also a risk that keys can be conprom sed through theft or

| oss. For keys that are installed on file-systems of nane servers
that are connected to the network (e.g., for dynanic updates), that
risk is relatively high. Were keys are stored on Hardware Security
Modul es (HSMs) or stored off-line, such risk is relatively |ow
However, storing keys off-line or with nore limtations on access
control has a negative effect on the operational flexibility. By
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separating the KSK and ZSK functionality, these risks can be nanaged
whi | e maki ng the tradeoff against the involved costs. For exanple, a
KSK can be stored off-line or with nore linmtations on access control
than ZSKs, which need to be readily available for operationa

pur poses such as the addition or deletion of zone data. A KSK stored
on a smartcard that is kept in a safe, conbined with a ZSK stored on
a file-system accessible by operators for daily routine use, nmay
provi de better protection agai nst key conpronise without |osing nuch

operational flexibility. It nmust be said that some HSMs give the
option to have your keys online, giving nore protection and hardly
affecting the operational flexibility. In those cases, a KSK-ZSK

split is not nore beneficial than the Single-Type Signing Schene.

It is worth nmentioning that there’s not nmuch point in obsessively
protecting the key if you don't protect the zone files, which also
live on the file-systens.

Finally, there is a risk of cryptanalysis of the key material. The
costs of such analysis are correlated to the length of the key.
However, cryptanalysis argunments provide no strong notivation for a
KSK/ ZSK split. Suppose one differentiates between a KSK and a ZSK
whereby the KSK effectivity period is X tinmes the ZSK effectivity
period. Then, in order for the resistance to cryptanalysis to be the
sanme for the KSK and the ZSK, the KSK needs to be X tines stronger
than the ZSK. Since for all practical purposes X will be sonmewhere
on the order of 10 to 100, the associated key sizes will vary only by
about a byte in size for symetric keys. Wen translated to
asymmetric keys, the size difference is still too insignificant to
warrant a key-split; it only marginally affects the packet size and
si gni ng speed.

The arguments for differentiation between the ZSK and KSK are weakest
when:

0o the exposure to risk is low (e.g., when keys are stored on HSMs);
0 one can be certain that a key is not used as a trust anchor

o mai ntenance of the various keys cannot be performed through tools
(is prone to hunman error); and

o the interaction through the child-parent provisioning chain -- in
particular, the tinely appearance of a new DS record in the parent
zone in emergency situations -- is predictable.
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If the above argunents hold, then the costs of the operationa
complexity of a KSK-ZSK split nay outweigh the costs of operationa
flexibility, and choosing a Single-Type Signing Schene is a
reasonabl e option. In other cases, we advise that the separation
bet ween KSKs and ZSKs is made.

3.2. Practical Consequences of KSK and ZSK Separation

A key that acts only as a Zone Signing Key is used to sign all the
data except the DNSKEY RRset in a zone on a regular basis. Wen a
ZSK is to be rolled, no interaction with the parent is needed. This
allows for a relatively short key effectivity period.

A key with only the Key Signing Key role is to be used to sign the
DNSKEY RRs in a zone. |If a KSKis to be rolled, there nmay be
interactions with other parties. These can include the

adm nistrators of the parent zone or administrators of verifying
resol vers that have the particular key configured as secure entry
points. In the latter case, everyone relying on the trust anchor
needs to roll over to the new key, a process that nmay be subject to
stability costs if automated trust anchor rollover nmechanisns (e.g.
RFC 5011 [RFC5011]) are not in place. Hence, the key effectivity
peri od of these keys can and shoul d be made nuch | onger

3.2.1. Rolling a KSK That Is Not a Trust Anchor

There are three schools of thought on rolling a KSK that is not a
trust anchor:

1. It should be done frequently and regularly (possibly every few
nmonths), so that a key rollover renmains an operational routine.

2. It should be done frequently but irregularly. "Frequently" neans
every few nmonths, again based on the argunent that a rollover is
a practiced and common operational routine; "irregular" neans

with a large jitter, so that third parties do not start to rely
on the key and will not be tenpted to configure it as a trust
anchor.

3. It should only be done when it is known or strongly suspected
that the key can be or has been conprom sed, or in conjunction
wi th operator change policies and procedures, |ike when a new
al gorithmor key storage is required

There is no wi despread agreenment on which of these three schools of
thought is better for different deploynments of DNSSEC. There is a
stability cost every time a non-anchor KSK is rolled over, but it is
possibly low if the comunication between the child and the parent is
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good. On the other hand, the only conpletely effective way to tel

if the comunication is good is to test it periodically. Thus,
rolling a KSK with a parent is only done for two reasons: to test and
verify the rolling systemto prepare for an energency, and in the
case of (preventing) an actual energency.

Finally, in nost cases a zone admi nistrator cannot be fully certain
that the zone’s KSKis not in use as a trust anchor somewhere. \While
the configuration of trust anchors is not the responsibility of the
zone adnministrator, there may be stability costs for the validator
adm nistrator that (wongfully) configured the trust anchor when the
zone adnministrator rolls a KSK.

3.2.2. Rolling a KSK That Is a Trust Anchor

The sane operational concerns apply to the rollover of KSKs that are
used as trust anchors: If a trust anchor replacenent is done
incorrectly, the entire domain that the trust anchor covers wll
becone Bogus until the trust anchor is corrected.

In a large nunber of cases, it will be safe to work fromthe
assunption that one’s keys are not in use as trust anchors. |If a
zone admi ni strator publishes a DNSSEC signing policy and/or a DNSSEC
practice statement [DNSSEC-DPS], that policy or statenment should be
explicit regardi ng whether or not the existence of trust anchors wll
be taken into account. There may be cases where | ocal policies
enforce the configuration of trust anchors on zones that are m ssion
critical (e.g., in enterprises where the trust anchor for the
enterprise domain is configured in the enterprise’s validator). It
is expected that the zone admi nistrators are aware of such

ci rcunst ances

One can argue that because of the difficulty of getting all users of
a trust anchor to replace an old trust anchor with a new one, a KSK
that is a trust anchor should never be rolled unless it is known or
strongly suspected that the key has been conpromised. |I|n other
words, the costs of a KSK rollover are prohibitively high because
sone users cannot be reached.

However, the "operational habit" argunent al so applies to trust
anchor reconfiguration at the clients’ validators. |If a short key
effectivity period is used and the trust anchor configuration has to
be revisited on a regular basis, the odds that the configuration
tends to be forgotten are smaller. |In fact, the costs for those
users can be mininized by automating the rollover with RFC 5011

[ RFC5011] and by rolling the key regularly (and advertising such) so
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that the operators of validating resolvers will put the appropriate
mechanismin place to deal with these stability costs: In other
wor ds, budget for these costs instead of incurring them unexpectedly.

It is therefore preferable to roll KSKs that are expected to be used
as trust anchors on a regular basis if and only if those rollovers
can be tracked using standardized (e.g., RFC 5011 [ RFC5011])

nmechani sns.

3.2.3. The Use of the SEP Fl ag

The so-called SEP [ RFC4035] flag can be used to distinguish between
keys that are intended to be used as the secure entry point into the
zone when building chains of trust, i.e., they are (to be) pointed to
by parental DS RRs or configured as a trust anchor

While the SEP flag does not play any role in validation, it is used
in practice for operational purposes such as for the rollover
mechani sm descri bed in RFC 5011 [ RFC5011]. The conmmon convention is
to set the SEP flag on any key that is used for key exchanges wth
the parent and/or potentially used for configuration as a trust
anchor. Therefore, it is suggested that the SEP flag be set on keys
that are used as KSKs and not on keys that are used as ZSKs, while in
t hose cases where a distinction between a KSK and ZSK i s not nade
(i.e., for a Single-Type Signing Schene), it is suggested that the
SEP flag be set on all keys.

Note: Sone signing tools may assunme a KSK/ ZSK split and use the
(non-)presence of the SEP flag to determ ne which key is to be used
for signing zone data; these tools nmay get confused when a Single-
Type Signhing Schene is used.

3.3. Key Effectivity Period

In general, the available key length sets an upper limt on the key
effectivity period. For all practical purposes, it is sufficient to
define the key effectivity period based on purely operationa

requi renents and match the key length to that value. Ignoring the
operational perspective, a reasonable effectivity period for KSKs

t hat have corresponding DS records in the parent zone is on the order
of two decades or longer. That is, if one does not plan to test the
roll over procedure, the key should be effective essentially forever
and only rolled over in case of energency.

When one opts for a regular key rollover, a reasonable key
effectivity period for KSKs that have a parent zone is one year,
meani ng you have the intent to replace themafter 12 nonths. The key
effectivity period is nerely a policy paraneter and should not be
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considered a constant value. For exanple, the real key effectivity
period may be a little bit longer than 12 nonths, because not al
actions needed to conplete the rollover could be finished in tine.

As argued above, this annual rollover gives an operational practice
of rollovers for both the zone and validator admnistrators.
Besides, in nost environnents a year is a tine span that is easily
pl anned and comuni cat ed.

Where keys are stored online and the exposure to various threats of
compromi se is fairly high, an intended key effectivity period of a
nonth is reasonabl e for Zone Signing Keys.

Al t hough very short key effectivity periods are theoretically
possi bl e, when replaci ng keys one has to take into account the

roll over considerations discussed in Sections 4.1 and 4.4. Key

repl acenent endures for a couple of Maxi num Zone TTLs, dependi ng on
the rollover scenario. Therefore, a nultiple of Maxi nrum Zone TTL
durations is a reasonable lower linmt on the key effectivity period.
Forcing a shorter key effectivity period will result in an
unnecessary and inconveniently | arge DNSKEY RRset published in the
zone.

The notivation for having the ZSK' s effectivity period shorter than
the KSK's effectivity period is rooted in the operationa
consideration that it is nmore likely that operators have nore
frequent read access to the ZSK than to the KSK.  Thus, in cases
where the ZSK cannot be afforded the sane | evel of protection as the
KSK (such as when zone keys are kept online), and where the risk of
unaut hori zed di sclosure of the ZSK's private key is not negligible
(e.g., when HSMs are not in use), the ZSK's effectivity period should
be kept shorter than the KSK s effectivity period.

In fact, if the risk of loss, theft, or other conprom se is the same
for a ZSK and a KSK, there is little reason to choose different
effectivity periods for ZSKs and KSKs. And when the split between
ZSKs and KSKs is not nade, the argunent is redundant.

There are certainly cases in which the use of a Single-Type Signing
Schene with a long key effectivity period is a good choice, for
exanpl e, where the costs and risks of conprom se, and the costs and
risks involved with having to performan enmergency roll, are |ow
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3.4. Cryptographic Considerations
3.4.1. Signature Al gorithm

At the time of this witing, there are three types of signature
algorithns that can be used in DNSSEC. RSA, Digital Signature

Al gorithm (DSA), and GOST. Proposals for other algorithns are in the
making. Al three are fully specified in many freely avail able
docunents and are wi dely considered to be patent-free. The creation
of signatures with RSA and DSA takes roughly the sane tine, but DSA
is about ten tines slower for signature verification. Al so note
that, in the context of DNSSEC, DSAis linmted to a maxi mum of
1024-bit keys.

We suggest the use of RSA/ SHA-256 as the preferred signature

al gorithm and RSA/ SHA-1 as an alternative. Both have advant ages and
di sadvant ages. RSA/ SHA-1 has been depl oyed for many years, while
RSA/ SHA- 256 has only begun to be deployed. On the other hand, it is
expected that if effective attacks on either al gorithm appear, they
will appear for RSA/SHA-1 first. RSA/MD5 should not be considered
for use because RSA/MD5 will very likely be the first comon-use
signature algorithmto be targeted for an effective attack

At the time of publication, it is known that the SHA-1 hash has
cryptanal ysis issues, and work is in progress to address them The
use of public-key algorithnms based on hashes stronger than SHA-1
(e.g., SHA-256) is reconmended, if these algorithns are available in
i npl enent ati ons (see RFC 5702 [ RFC5702] and RFC 4509 [ RFC4509]).

Also, at the tine of publication, digital signature algorithnms based
on Elliptic Curve (EC) Cryptography w th DNSSEC ( GOST [ RFC5933],
Elliptic Curve Digital Signature Al gorithm (ECDSA) [ RFC6605]) are
bei ng standardi zed and i npl enented. The use of EC has benefits in
terns of size. On the other hand, one has to bal ance that agai nst
the amount of validating resolver inplenentations that will not
recogni ze EC signatures and thus treat the zone as insecure. Beyond
the observation of this tradeoff, we will not discuss this further

3.4.2. Key Sizes
This section assunmes RSA keys, as suggested in the previous section.

DNSSEC si gni ng keys should be | arge enough to avoid all known
cryptographic attacks during the effectivity period of the key. To
date, despite huge efforts, no one has broken a regular 1024-bit Kkey;
in fact, the best conpleted attack is estimated to be the equival ent
of a 700-bit key. An attacker breaking a 1024-bit signing key would
need to expend phenonenal anounts of networked conputing power in a
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way that would not be detected in order to break a single key.
Because of this, it is estimated that nost zones can safely use
1024-bit keys for at |least the next ten years. (A 1024-bit
asymmetric key has an approxi mate equival ent strength of a symretric
80-bit key.)

Dependi ng on local policy (e.g., owners of keys that are used as
extremely high value trust anchors, or non-anchor keys that may be
difficult to roll over), it may be advisable to use |engths |onger
than 1024 bits. Typically, the next |larger key size used is

2048 bits, which has the approxi mate equi val ent strength of a
symretric 112-bit key (RFC 3766 [ RFC3766]). Signing and verifying
with a 2048-bit key takes longer than with a 1024-bit key. The

i ncrease depends on software and hardware inpl enentations, but public
operations (such as verification) are about four tines slower, while
private operations (such as signing) are about eight tinmes slower.

Anot her way to decide on the size of a key to use is to renenber that
the effort it takes for an attacker to break a 1024-bit key is the
same, regardless of how the key is used. |f an attacker has the
capability of breaking a 1024-bit DNSSEC key, he al so has the
capability of breaking one of the many 1024-bit Transport Layer
Security (TLS) [RFC5246] trust anchor keys that are currently
installed in web browsers. |If the value of a DNSSEC key is |lower to
the attacker than the value of a TLS trust anchor, the attacker will
use the resources to attack the latter

It is possible that there will be an unexpected inprovenent in the
ability for attackers to break keys and that such an attack woul d
make it feasible to break 1024-bit keys but not 2048-bit keys. |If
such an inprovenent happens, it is likely that there will be a huge
anount of publicity, particularly because of the |arge nunmber of
1024-bit TLS trust anchors built into popular web browsers. At that
time, all 1024-bit keys (both ones with parent zones and ones that
are trust anchors) can be rolled over and replaced with | arger keys.

Earlier docunents (including the previous version of this docunent)
urged the use of |longer keys in situations where a particular key was
"heavily used". That advice may have been true 15 years ago, but it
is not true today when using RSA al gorithns and keys of 1024 bits or
hi gher.
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3.4.3. Private Key Storage

It is preferred that, where possible, zone private keys and the zone
file master copy that is to be signed be kept and used in off-1ine,
non- net wor k- connect ed, physically secure nachi nes only.

Periodically, an application can be run to add authentication to a
zone by addi ng RRSI G and NSEC/ NSEC3 RRs. Then the augnented file can
be transferred to the master.

When relying on dynam ¢ update [ RFC3007] or any other update

mechani smthat runs at a regular interval to nmanage a signed zone, be
aware that at |east one private key of the zone will have to reside
on the master server or reside on an HSMto which the server has
access. This key is only as secure as the amount of exposure the
server receives to unknown clients and on the |evel of security of
the host. Al though not nandatory, one could adm nister a zone using
a "hidden master” schene to mnimze the risk. In this arrangenent,
the master nane server that processes the updates is unavailable to
general hosts on the Internet; it is not listed in the NS RRset. The
nane servers in the NS RRset are able to receive zone updates through
| XFR, AXFR, or an out-of-band distribution nmechanism possibly in
conbi nation with NOTIFY or another nechanismto trigger zone
replication.

The ideal situation is to have a one-way information flowto the
network to avoid the possibility of tanmpering fromthe network.
Keepi ng the zone master on-line on the network and sinply cycling it
through an off-1line signer does not do this. The on-line version
could still be tanpered with if the host it resides on is

conprom sed. For maxi num security, the master copy of the zone file
shoul d be of f-net and shoul d not be updated based on an unsecured
net wor k- nedi at ed conmmuni cati on

The ideal situation may not be achi evabl e because of econonic
tradeoffs between risks and costs. For instance, keeping a zone file
off-line is not practical and will increase the costs of operating a
DNS zone. So, in practice, the nmachines on which zone files are

mai ntai ned will be connected to a network. Operators are advised to
take security neasures to shield the naster copy agai nst unauthorized
access in order to prevent nodification of DNS data before it is

si gned.
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Simlarly, the choice for storing a private key in an HSMwi Il be
i nfluenced by a tradeoff between various concerns:

o The risks that an unaut horized person has unnoticed read access to
the private key.

0 The renai ni ng wi ndow of opportunity for the attacker

0 The econonic inpact of the possible attacks (for a TLD, that
impact will typically be higher than for an individual user).

0 The costs of rolling the (conprom sed) keys. (The cost of rolling
a ZSK is lowest, and the cost of rolling a KSK that is in w de use
as a trust anchor is highest.)

0 The costs of buying and maintaining an HSM

For dynanically updated secured zones [RFC3007], both the naster copy
and the private key that is used to update signatures on updated RRs
will need to be on-Iine.

3.4.4. Key Ceneration

Careful generation of all keys is a sonetinmes overl ooked but

absol utely essential elenment in any cryptographically secure system
The strongest algorithns used with the |ongest keys are still of no
use if an adversary can guess enough to lower the size of the likely
key space so that it can be exhaustively searched. Technica
suggestions for the generation of randomkeys will be found in

RFC 4086 [ RFC4086] and NI ST SP 800- 90A [ NI ST- SP-800-90A]. In
particul ar, one should carefully assess whether the random nunber
generator used during key generation adheres to these suggestions.
Typically, HSMs tend to provide a good facility for key generation

Keys with a long effectivity period are particularly sensitive, as
they will represent a nore valuable target and be subject to attack
for a longer tine than short-period keys. It is preferred that |ong-
term key generation occur off-line in a manner isolated fromthe
network via an air gap or, at a mininmum high-level secure hardware.

3.4.5. Differentiation for ’'H gh-Level’ Zones?
An earlier version of this docunment (RFC 4641 [ RFC4641]) nmde a
differentiati on between key lengths for KSKs used for zones that are

high in the DNS hierarchy and those for KSKs used | ower down in the
hi er ar chy.
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4.

4.

4.

This distinction is now considered irrelevant. Longer key |engths
for keys higher in the hierarchy are not useful because the
cryptographi ¢ gui dance is that everyone shoul d use keys that no one
can break. Also, it is inpossible to judge which zones are nore or
| ess valuable to an attacker. An attack can only take place if the
key conproni se goes unnoticed and the attacker can act as a man-in-
the-mddle (MTM. For exanple, if exanple.comis conpronised, and
the attacker forges answers for sonebank.exanple.com and sends them
out during an MTM when the attack is discovered it will be sinple
to prove that exanple.com has been conproni sed, and the KSK will be
rol | ed.

Si gnature Generation, Key Rollover, and Rel ated Policies
1. Key Rollovers

Regar dl ess of whether a zone uses periodic key rollovers or only
rolls keys in case of an irregular event, key rollovers are a fact of
Iife when using DNSSEC. Zone adnministrators who are in the process
of rolling their keys have to take into account the fact that data
published in previous versions of their zone still lives in caches.
When depl oyi ng DNSSEC, this becones an inportant consideration
ignoring data that nmay be in caches may lead to | oss of service for
clients.

The nost pressing exanple of this occurs when zone material signed
with an old key is being validated by a resolver that does not have
the old zone key cached. |If the old key is no |longer present in the
current zone, this validation fails, marking the data Bogus.
Alternatively, an attenpt could be nade to validate data that is
signed with a new key against an old key that lives in a |ocal cache,
also resulting in data being marked Bogus.

The typographi c conventions used in the diagranms bel ow are expl ai ned
i n Appendi x B.

1.1. Zone Signing Key Rollovers

If the choice for splitting ZSKs and KSKs has been made, then those
two types of keys can be rolled separately, and ZSKs can be rolled
wi t hout taking into account DS records fromthe parent or the
configuration of such a key as the trust anchor

For "Zone Signing Key rollovers", there are two ways to nake sure

that during the rollover data still cached can be verified with the
new key sets or newy generated signatures can be verified with the
keys still in caches. One schene, described in Section 4.1.1.1, uses
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key pre-publication; the other uses double signatures, as described
in Section 4.1.1.2. The pros and cons are described in
Section 4.1.1.3.

4.1.1.1. Pre-Publish Zone Signing Key Roll over

This section shows how to performa ZSK roll over w thout the need to
sign all the data in a zone twice -- the "Pre-Publish key rollover"
Thi s met hod has advantages in the case of a key conpronmise. |If the
old key is conpronised, the new key has already been distributed in
the DNS. The zone administrator is then able to quickly switch to
the new key and renove the conpronised key fromthe zone. Another
maj or advantage is that the zone size does not double, as is the case
with the Doubl e-Signature ZSK roll over.

Pre-Publish key rollover fromDNSKEY Z 10 to DNSKEY_Z 11 invol ves
four stages as foll ows:

initial new DNSKEY new RRSI Gs

SOQA 0 SAA 1 SQA 2

RRSI G Z_10( SOA) RRSI G Z_10( SOA) RRSI G Z 11(SOA)

DNSKEY K 1 DNSKEY K 1 DNSKEY K 1

DNSKEY Z 10 DNSKEY Z 10 DNSKEY Z 10
DNSKEY 7 11 DNSKEY 7 11

RRSI G K_1(DNSKEY) RRSI G K 1(DNSKEY)  RRSI G K_1( DNSKEY)

SOA 3
RRSI G Z_11( SOA)

DNSKEY_K_1
DNSKEY_Z_11

RRS| G_K_1( DNSKEY)

Figure 1: Pre-Publish Key Rollover
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initial: Initial version of the zone: DNSKEY K 1 is the Key Signing
Key. DNSKEY Z 10 is used to sign all the data of the zone, i.e.
it is the Zone Signing Key.

new DNSKEY: DNSKEY Z 11 is introduced into the key set (note that no
signatures are generated with this key yet, but this does not
secure against brute force attacks on its public key). The
m ni mrum duration of this pre-roll phase is the tinme it takes for
the data to propagate to the authoritative servers, plus the TTL
val ue of the key set.

new RRSI Gs: At the "new RRSI Gs" stage, DNSKEY Z 11 is used to sign
the data in the zone exclusively (i.e., all the signatures from
DNSKEY Z 10 are renoved fromthe zone). DNSKEY Z 10 renains
published in the key set. This way, data that was | oaded into
caches fromthe zone in the "new DNSKEY" step can still be
verified with key sets fetched fromthis version of the zone. The
mnimumtine that the key set including DNSKEY Z 10 is to be
published is the tine that it takes for zone data fromthe
previous version of the zone to expire fromold caches, i.e., the
time it takes for this zone to propagate to all authoritative
servers, plus the Maxi num Zone TTL val ue of any of the data in the
previ ous version of the zone.

DNSKEY renoval : DNSKEY_Z 10 is renoved fromthe zone. The key set,

now only containing DNSKEY_K 1 and DNSKEY_Z_ 11, is re-signed with
DNSKEY_K_1.
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The above schene can be sinplified by always publishing the "future"
key i mredi ately after the rollover. The schenme would | ook as

follows (we show two rollovers); the future key is introduced in "new
DNSKEY" as DNSKEY_Z 12 and again a newer one, nunbered 13, in "new

DNSKEY (I1)":
initial new RRSI Gs new DNSKEY
SCQA 0 SQA 1 SQA 2
RRSI G Z 10(SOA) RRSI G Z 11(SOA) RRSI G Z 11(SOA)
DNSKEY K 1 DNSKEY K 1 DNSKEY K 1
DNSKEY_Z 10 DNSKEY_Z 10 DNSKEY_Z 11
DNSKEY Z 11 DNSKEY Z 11 DNSKEY Z 12

RRSI G_K_1( DNSKEY)

SOA 3
RRSI G Z_12( SOA)

DNSKEY_K_1
DNSKEY_Z_11
DNSKEY_Z_12

RRS| G_K_1( DNSKEY)

RRSI G_K_1( DNSKEY)

SOA 4
RRSI G Z_12( SOA)

DNSKEY_K_1
DNSKEY_Z_12
DNSKEY_Z_13
RRS| G_K_1( DNSKEY)

RRSI G_K_1( DNSKEY)

Fi gure 2: Pre-Publish Zone Signing Key Rollover,
Showi ng Two Rol | overs

Note that the key introduced in the "new DNSKEY" phase is not used
for production yet; the private key can thus be stored in a
physi cally secure manner and does not need to be 'fetched every tine
a zone needs to be signed.

4.1.1.2. Doubl e-Signature Zone Signing Key Roll over

This section shows how to performa ZSK roll over using the double
zone data signature schene, aptly nanmed "Doubl e-Si gnature rollover”

During the "new DNSKEY" stage, the new version of the zone file wll
need to propagate to all authoritative servers and the data that
exists in (distant) caches will need to expire, requiring at |east

t he propagati on delay plus the Maxi mum Zone TTL of previ ous versions
of the zone.
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Doubl e- Si gnature ZSK rol Il over involves three stages as foll ows:

initial new DNSKEY DNSKEY r enpva
SQA 0 SQA 1 SQA 2
RRSI G Z 10( SQA) RRSI G Z 10( SQA)

RRSI G Z 11(SQA) RRSI G Z 11(SQA)
DNSKEY_K 1 DNSKEY_K 1 DNSKEY_K 1
DNSKEY _Z 10 DNSKEY _Z 10

DNSKEY Z 11 DNSKEY Z 11

RRSI G K_1(DNSKEY)  RRSI G K_1(DNSKEY) RRSI G K_1( DNSKEY)

Fi gure 3: Doubl e-Si gnature Zone Si gni ng Key Roll over

initial: Initial version of the zone: DNSKEY K 1 is the Key Signing
Key. DNSKEY Z 10 is used to sign all the data of the zone, i.e.
it is the Zone Signing Key.

new DNSKEY: At the "new DNSKEY" stage, DNSKEY_Z 11 is introduced
into the key set and all the data in the zone is signed with
DNSKEY _Z 10 and DNSKEY_Z 11. The rollover period will need to
continue until all data fromversion 0 (i.e., the version of the
zone data containing SOA 0) of the zone has been replaced in al
secondary servers and then has expired fromrenote caches. This
will take at |east the propagation delay plus the Maxi num Zone TTL
of version 0 of the zone.

DNSKEY renoval : DNSKEY_Z 10 is renoved fromthe zone, as are al
signatures created with it. The key set, now only contai ning
DNSKEY_Z_11, is re-signed with DNSKEY_K 1 and DNSKEY_Z 11.

At every instance, RRSIGs fromthe previous version of the zone can
be verified with the DNSKEY RRset fromthe current version and vice
versa. The duration of the "new DNSKEY" phase and the period between
roll overs should be at |east the propagation delay to secondary
servers plus the Maxi mum Zone TTL of the previous version of the
zone.

Note that in this exanple we assumed for sinplicity that the zone was
not nodified during the rollover. |In fact, new data can be

i ntroduced at any tine during this period, as long as it is signed
with both keys.
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4.1.1.3. Pros and Cons of the Schenes

Pre-Publish key rollover: This rollover does not involve signing the
zone data twice. Instead, before the actual rollover, the new key
is published in the key set and thus is available for
cryptanal ysis attacks. A snall disadvantage is that this process
requires four stages. Also, the Pre-Publish schene involves nore
parental work when used for KSK rollovers, as explained in
Section 4.1.2.

Doubl e- Si gnature ZSK rol l over: The drawback of this approach is that
during the rollover the nunber of signatures in your zone doubl es;
this may be prohibitive if you have very big zones. An advantage
is that it only requires three stages.

4.1.2. Key Signing Key Rollovers

For the rollover of a Key Signing Key, the sanme considerations as for
the rollover of a Zone Signing Key apply. However, we can use a
Doubl e- Si gnature schene to guarantee that old data (only the apex key
set) in caches can be verified with a new key set and vice versa
Since only the key set is signed with a KSK, zone size considerations
do not apply.

Note that KSK rollovers and ZSK rollovers are different in the sense
that a KSK rollover requires interaction with the parent (and

possi bly replacing trust anchors) and the ensuing delay while waiting
for it.
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initial new DNSKEY DS change DNSKEY r enova
Par ent :
SOA 0 ---------mmm - >SOA 1 ------- - - >
RRSI G par(SOA) -------------------- > RRSIG par(SQA) --------------- >
DS K1 -------mmmmmmmm oo o >DS K2 ----------------------- >
RRSI G par(DS) --------------------- > RRSIG par(DS) ---------------- >
Chi | d:
SOA 0 SOA 1l ------ - - > SOA 2
RRSI G_Z_10( SOA) RRSIG Z_10(SOA) ------------- > RRSI G_Z_10( SOA)
DNSKEY K 1 DNSKEY K 1 ------mmmmmmmaema- >
DNSKEY_K 2 ---------mmmmmmo o > DNSKEY_K_2
DNSKEY_Z_10 DNSKEY_Z_10 ----------------- > DNSKEY_Z_10
RRSI G K_1(DNSKEY) RRSIG K 1 (DNSKEY) ---------- >
RRSI G K 2 (DNSKEY) ---------- > RRSI G_K_2( DNSKEY)

Figure 4: Stages of Deploynent for a Doubl e-Si gnature
Key Signing Key Roll over

initial: Initial version of the zone. The parental DS points to
DNSKEY K 1. Before the rollover starts, the child will have to
verify what the TTL is of the DS RR that points to DNSKEY K 1 --
it is needed during the rollover, and we refer to the value as
TTL_DS.

new DNSKEY: During the "new DNSKEY" phase, the zone adm nistrator
generates a second KSK, DNSKEY K 2. The key is provided to the
parent, and the child will have to wait until a new DS RR has been
generated that points to DNSKEY K 2. After that DS RR has been
published on all servers authoritative for the parent’s zone, the
zone administrator has to wait at |least TTL_DS to nmake sure that
the old DS RR has expired from caches.

DS change: The parent replaces DS K 1 with DS K 2.
DNSKEY renoval : DNSKEY_K 1 has been renoved.

The scenario above puts the responsibility for maintaining a valid
chain of trust with the child. It also is based on the prenise that
the parent only has one DS RR (per algorithm per zone. An

al ternative nechani sm has been considered. Using an established
trust relationship, the interaction can be perfornmed in-band, and the
renoval of the keys by the child can possibly be signaled by the
parent. In this nechanism there are periods where there are two DS
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RRs at the parent. This is known as a KSK Doubl e-DS roll over and is
shown in Figure 5. This nmethod has sone drawbacks for KSKs. W
first describe the rollover schene and then indicate these drawbacks.

initial new DS new DNSKEY DS renova
Par ent :
SCA 0 SOA 1 -------mmmm - > SOA 2
RRSI G par (SOA) RRSIG par(SQA) --------------- > RRSI G _par ( SQA)
DS K 1 DS K1 ------mmmmmem e - >
DS K2 ------mmmmie e - > DS K 2
RRSI G _par ( DS) RRSI G par (DS) ---------------- > RRSI G _par ( DS)
Chi | d:
SOA O ------mmmmm e > SOA 1 ----mmmmm s >
RRSIG Z 10(SQA) ------------- > RRSIG Z 10(SQA) ------------------ >
DNSKEY_K 1 -----------mmmmmm > DNSKEY_K 2 -------mmmimme i - >
DNSKEY Z 10 ---------m-mmmmm- > DNSKEY Z 10 ------mmmmmmmmmmmammm s >
RRSI G K 1 (DNSKEY) ---------- > RRSIG K 2 (DNSKEY) --------------- >

Figure 5: Stages of Deploynent for a Doubl e- DS
Key Signing Key Roll over

When the child zone wants to roll, it notifies the parent during the
"new DS" phase and subnmits the new key (or the corresponding DS) to
the parent. The parent publishes DS K 1 and DS K 2, pointing to
DNSKEY K 1 and DNSKEY K 2, respectively. During the rollover ("new
DNSKEY" phase), which can take place as soon as the new DS set
propagated through the DNS, the child replaces DNSKEY K 1 with
DNSKEY_K_ 2. If the old key has expired fromcaches, at the "DS
renoval " phase the parent can be notified that the old DS record can
be del et ed.

The drawbacks of this schene are that during the "new DS" phase, the
parent cannot verify the match between the DS K 2 RR and DNSKEY_K 2
using the DNS, as DNSKEY_K 2 is not yet published. Besides, we

i ntroduce a "security |lame" key (see Section 4.3.3). Finally, the
child-parent interaction consists of two steps. The "Double

Si gnature" nmethod only needs one interaction.
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4.1.2.1. Special Considerations for RFC 5011 KSK Rol | over

The scenario sketched above assumes that the KSK is not in use as a
trust anchor but that validating nane servers exclusively depend on
the parental DS record to establish the zone's security. If it is
known that validating nanme servers have configured trust anchors,
then that needs to be taken into account. Here, we assume that zone
administrators will deploy RFC 5011 [ RFC5011] style rollovers.

RFC 5011 style rollovers increase the duration of key rollovers: The
key to be renoved nust first be revoked. Thus, before the DNSKEY K 1
renoval phase, DNSKEY K 1 nust be published for one nore Maxi mum Zone
TTL with the REVOKE bit set. The revoked key nmust be self-signed, so
in this phase the DNSKEY RRset nust al so be signed with DNSKEY K 1.

4.1.3. Single-Type Signing Schene Key Roll over

The roll over of a key when a Single-Type Signing Schene is used is
subject to the sane requirenent as the rollover of a KSK or ZSK:
During any stage of the rollover, the chain of trust needs to
continue to validate for any conbination of data in the zone as well
as data that may still live in distant caches.

There are two variants for this rollover. Since the choice for a

Si ngl e- Type Signing Schene is notivated by operational sinplicity, we
describe the nost straightforward rollover schene first.

initial new DNSKEY DS change DNSKEY r enpval
Par ent :
SOA 0 -------mmeme e > SOA 1 ------me e >
RRSI G par (SOA) ----------------- > RRSIG par(SQA) ------------- >
DS S 1 --------mmmmm - >DS S 2 ------me e >
RRSIG par(DS_S 1) -------------- > RRSIG par(DS_S 2) ---------- >
Chil d:
SOA 0 SOA 1l -------mmee e > SCA 2
RRSI G_S_1(SQA) RRSIG S 1(SOA) ------------- >
RRSIG S 2(SQA) ------------- > RRSI G_S 2(SQA)
DNSKEY_S 1 DNSKEY_S 1 ----------------- >
DNSKEY_S 2 ----------------- > DNSKEY_S 2
RRSI G_S_1(DNSKEY) RRSI G S_1(DNSKEY) ---------- >
RRSI G S_2(DNSKEY) ---------- > RRSI G_S_2( DNSKEY)

Figure 6: Stages of the Straightforward Roll over
in a Single-Type Signing Scheme
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initial: Parental DS points to DNSKEY. S 1. Al RRsets in the zone
are signed with DNSKEY_S 1.

new DNSKEY: A new key (DNSKEY_S 2) is introduced, and all the RRsets
are signed with both DNSKEY_S 1 and DNSKEY_S 2.

DS change: After the DNSKEY RRset with the two keys had tine to
propagate into distant caches (that is, the key set exclusively
contai ning DNSKEY_S 1 has been expired), the parental DS record
can be changed.

DNSKEY renoval : After the DS RRset containing DS S 1 has expired
fromdistant caches, DNSKEY S 1 can be renoved fromthe DNSKEY
RRset .

In this first variant, the new signatures and new public key are
added to the zone. Once they are propagated, the DS at the parent is
switched. |If the old DS has expired fromthe caches, the old
signatures and old public key can be renoved fromthe zone.

This rollover has the drawback that it introduces doubl e signatures
over all data of the zone. Taking these zone size considerations
into account, it is possible to not introduce the signatures nade
with DNSKEY S 2 at the "new DNSKEY" step. |Instead, signatures of
DNSKEY S 1 are replaced with signatures of DNSKEY .S 2 in an

addi ti onal stage between the "DS change" and "DNSKEY renoval " step:
After the DS RRset containing DS S 1 has expired from di stant caches,
the signatures can be swapped. Only after the new signatures nmade
with DNSKEY_S 2 have been propagated can the old public key
DNSKEY_ S 1 be renobved fromthe DNSKEY RRset.

The second variant of the Single-Type Signing Scheme Key rollover is
the Doubl e-DS rollover. In this variant, one introduces a new DNSKEY
into the key set and subnits the new DS to the parent. The new key
is not yet used to sign RRsets. The signatures made with DNSKEY_S 1
are replaced with signatures made with DNSKEY_S 2 at the nonent that
DNSKEY_ S 2 and DS S 2 have been propagat ed.
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initial new DS new RRSI G DS renoval
Par ent :
SOA 0 SOA 1 -------mmmmee e > SCA 2
RRSI G_par ( SOA) RRSI G par (SOA) ---------------- > RRSI G_par ( SOA)
DS S 1 DS S 1 --------------emmm - - >
DS .S 2 -----memmm e > DS S 2
RRSI G_par ( DS) RRSI G par(DS) ----------------- > RRSI G_par ( DS)
Chil d:
SOA_ 0 SOA 1 SOA 2 SOA_3
RRSI G_S_1(SOA) RRSI G _S_1(SOA) RRSIG S 2(SOA) RRSI G_S_2( SOA)
DNSKEY_S_1 DNSKEY_S_1 DNSKEY_S_1
DNSKEY_S 2 DNSKEY_S 2 DNSKEY_S 2
RRSI G_S_1 ( DNSKEY) RRSI G_S_2(DNSKEY) RRSI G_S_2( DNSKEY)

Figure 7: Stages of Deploynment for a Double-DS Rollover in a
Si ngl e- Type Signing Schene

4.1.4. A gorithm Roll overs

A special class of key rollovers is the one needed for a change of
signature algorithns (either adding a new algorithm renmoving an old
algorithm or both). Additional steps are needed to retain integrity
during this rollover. W first describe the generic case; specia
considerations for rollovers that involve trust anchors and single-
type keys are discussed |ater.

There exist both a conservative and a |iberal approach for algorithm
rollover. This has to do with Section 2.2 of RFC 4035 [ RFC4035]:

There MUST be an RRSIG for each RRset using at |east one DNSKEY
of each algorithmin the zone apex DNSKEY RRset. The apex
DNSKEY RRset itself MJUST be signed by each al gorithm appearing
in the DS RRset | ocated at the del egating parent (if any).

The conservative approach interprets this section very strictly,
meani ng that it expects that every RRset has a valid signature for
every algorithm signaled by the zone apex DNSKEY RRset, incl uding
RRsets in caches. The l|iberal approach uses a nore | oose
interpretation of the section and linits the rule to RRsets in the
zone at the authoritative nanme servers. There is a reasonable
argunent for saying that this is valid, because the specific section
is a subsection of Section 2 ("Zone Signing") of RFC 4035.
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When following the nore |iberal approach, algorithmrollover is just
as easy as a regular Doubl e-Signature KSK rollover (Section 4.1.2).
Note that the Doubl e-DS KSK rol |l over method cannot be used, since
that would introduce a parental DS of which the apex DNSKEY RRset has
not been signed with the introduced al gorithm

However, there are inplenentations of validators known to follow the
nore conservative approach. Perform ng a Doubl e-Si gnature KSK
algorithmrollover will tenporarily make your zone appear as Bogus by
such validators during the rollover. Therefore, the rollover
described in this section will explain the stages of deploynent and
wi |l assune that the conservative approach is used

Wien adding a new al gorithm the signatures should be added first.
After the TTL of RRSI Gs has expired and caches have dropped the old
data covered by those signatures, the DNSKEY with the new al gorithm
can be added.

After the new al gorithm has been added, the DS record can be
exchanged usi ng Doubl e- Si gnature KSK rol |l over

When renoving an old algorithm the DS for the algorithm should be
renoved fromthe parent zone first, followed by the DNSKEY and the
signatures (in the child zone).

Fi gure 8 describes the steps.
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initial new RRSI Gs new DNSKEY
Par ent :
SOA 0 --- - m oo oo e >
RRSI G par(SOA) --------mmmmm e e oo >
DS K 1 --mmmmmmmmmm oo e e oo >
RRSI G par (DS K 1) ----mmmmmmm e e e e e >
Chi | d:
SCA 0 SCA 1 SCA 2
RRSI G_Z_10( SOA) RRSI G_Z_10( SOA) RRSI G_Z_10( SOA)
RRSI G Z_11(SOA) RRSI G Z_11(SOA)
DNSKEY_K_1 DNSKEY_K_1 DNSKEY_K_1
DNSKEY_K_2
DNSKEY_Z_10 DNSKEY_Z_10 DNSKEY_Z_10
DNSKEY_Z_11

RRS| G_K_1( DNSKEY) RRS| G_K_1( DNSKEY) RRS| G_K_1( DNSKEY)
RRS| G_K_2( DNSKEY)

new DS DNSKEY r enoval RRS| Gs renoval
Par ent :
O N A e i >
RRSIG par (SOA) ---------mmmmmm e e oo e >
DS A e >
RRSI G par (DS K 2) ------mmmmm e e e e e >
Child
------------------- > SOA 3 SOA 4
------------------- > RRSI G Z _10(SQA)
------------------- > RRSI G Z 11(SQA) RRSI G Z 11(SQA)
___________________ >
------------------- > DNSKEY_K 2 DNSKEY_K 2
___________________ >
------------------- > DNSKEY_Z 11 DNSKEY 7 11
___________________ >
------------------- > RRSI G_K_2( DNSKEY) RRSI G_K_2( DNSKEY)

Figure 8: Stages of Deployment during an Al gorithm Rollover
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initial: Describes the state of the zone before any transition is
done. The nunber of the keys may vary, but all keys (in DNSKEY
records) for the zone use the same al gorithm

new RRSI Gs: The signatures nade with the new key over all records in
the zone are added, but the key itself is not. This stepis
needed to propagate the signatures created with the new al gorithm
to the caches. |If this is not done, it is possible for a resolver
to retrieve the new DNSKEY RRset (containing the new al gorithm
but to have RRsets in its cache with signatures created by the old
DNSKEY RRset (i.e., without the new algorithn.

The RRSI G for the DNSKEY RRset does not need to be pre-published
(since these records will travel together) and does not need
special processing in order to keep them synchroni zed.

new DNSKEY: After the old data has expired from caches, the new key
can be added to the zone.

new DS. After the cache data for the ol d DNSKEY RRset has expired,
the DS record for the new key can be added to the parent zone and
the DS record for the old key can be renoved in the sane step.

DNSKEY renoval : After the cache data for the old DS RRset has
expired, the old algorithmcan be renoved. This tine, the old key
needs to be renoved first, before renoving the old signatures.

RRSI Gs renoval : After the cache data for the old DNSKEY RRset has
expired, the old signatures can also be renoved during this step

Bel ow, we deal with a few special cases of algorithmrollovers

1: Single-Type Signing Schene Algorithmrollover: when there is no
differentiation between ZSKs and KSKs (Section 4.1.4.1).

2: RFC 5011 Algorithmrollover: when trust anchors can track the
roll via RFC 5011 style rollover (Section 4.1.4.2).

3: 1 and 2 conbined: when a Single-Type Signing Scheme Al gorithm
rollover is performed RFC 5011 style (Section 4.1.4.3).

In addition to the narrative bel ow, these special cases are
represented in Figures 12, 13, and 14 in Appendix C
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4.1.4.1. Single-Type Signing Schene Al gorithm Roll over

If one key is used that acts as both ZSK and KSK, the sane schene and
figure as above (Figure 8 in Section 4.1.4) applies, whereby al
DNSKEY_Z * records fromthe table are renoved and all RRSIG Z * are
replaced with RRSIG S *. Al DNSKEY K * records are replaced with
DNSKEY S *, and all RRSIG K * records are replaced with RRSIG S *.
The requirement to sign with both algorithms and nake sure that old
RRSI Gs have the opportunity to expire fromdistant caches before

i ntroducing the new algorithmin the DNSKEY RRset is still valid.

This is shown in Figure 12 in Appendi x C.

4.1.4.2. AlgorithmRollover, RFC 5011 Style
Trust anchor algorithmrollover is alnost as sinple as a regul ar
RFC 5011-based rollover. However, the old trust anchor mnust be
revoked before it is renoved fromthe zone.
The tineline (see Figure 13 in Appendix C) is sinmlar to that of
Fi gure 8 above, but after the "new DS" step, an additional step is

required where the DNSKEY is revoked. The details of this step
("revoke DNSKEY") are shown in Figure 9 bel ow

Par ent
_____________________________ >
_____________________________ >
_____________________________ >
_____________________________ >

Chi | d:

SOA 3

RRSI G_Z_10( SOA)
RRSI G_Z_11( SOA)

DNSKEY_K_1_REVOKED
DNSKEY_K_2

DNSKEY_Z_11
RRS|I G_K_1( DNSKEY)
RRS| G_K_2( DNSKEY)

Figure 9: The Revoke DNSKEY State That |Is Added to an Al gorithm
Rol | over when RFC 5011 |Is in Use
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There is one exception to the requirenent from RFC 4035 quoted in
Section 4.1.4 above: Wiile all zone data nmust be signed with an
unrevoked key, it is pernmissible to sign the key set with a revoked
key. The sonewhat esoteric argunment is as follows:

Resol vers that do not understand the RFC 5011 REVCKE flag will handle
DNSKEY K 1 REVOKED the sane as if it were DNSKEY K 1. In other
words, they will handle the revoked key as a nornal key, and thus
RRsets signed with this key will validate. As a result, the
signature matches the algorithmlisted in the DNSKEY RRset.

Resol vers that do inplenent RFC 5011 will renove DNSKEY K 1 fromthe
set of trust anchors. That is okay, since they have al ready added
DNSKEY_K_2 as the new trust anchor. Thus, algorithm2 is the only
signal ed al gorithmby now That is, we only need RRSI G K 2( DNSKEY)
to authenticate the DNSKEY RRset, and we are still conpliant with
Section 2.2 of RFC 4035: There nust be an RRSIG for each RRset using
at | east one DNSKEY of each algorithmin the zone apex DNSKEY RRset.

4.1.4.3. Single Signing Type Algorithm Rollover, RFC 5011 Style

If a decision is made to performan RFC 5011 style rollover with a
Single Signing Schenme key, it should be noted that Section 2.1 of
RFC 5011 states:

Once the resolver sees the REVOKE bit, it MJST NOT use this key
as a trust anchor or for any other purpose except to validate
the RRSIG it signed over the DNSKEY RRset specifically for the
pur pose of validating the revocation

This means that once DNSKEY S 1 is revoked, it cannot be used to
validate its signatures over non-DNSKEY RRsets. Thus, those RRsets
shoul d be signed with a shadow key, DNSKEY_Z 10, during the algorithm
roll over. The shadow key can be renoved at the same tinme the revoked
DNSKEY S 1 is renoved fromthe zone. |In other words, the zone nust
tenporarily fall back to a KSK/ZSK split nodel during the rollover

In other words, the rule that at every RRset there nust be at |east
one signature for each algorithmused in the DNSKEY RRset stil
applies. This nmeans that a different key with the sane al gorithm
other than the revoked key, nmust sign the entire zone. Thus, nore
operations are needed if the Single-Type Signing Schene is used.
Before rolling the algorithm a new key nust be introduced with the
same algorithmas the key that is a candidate for revocation. That
key can than tenporarily act as a ZSK during the algorithmrollover
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As with algorithmrollover RFC 5011 style, while all zone data nust
be signed with an unrevoked key, it is permissible to sign the key
set with a revoked key using the same esoteric argunment given in
Section 4.1.4.2.

The I esson of all of this is that a Single-Type Signing Schene
algorithmrollover using RFC 5011 is as conplicated as the nane of
the rollover inplies: Reverting to a split-key schenme for the
duration of the rollover may be preferable.

4.1.4.4. NSEC-to-NSEC3 Al gorithm Roll over

A special case is the rollover froman NSEC signed zone to an NSEC3
signed zone. In this case, algorithmnunbers are used to signha
support for NSEC3 but they do not nmandate the use of NSECS.

Theref ore, NSEC records should remain in the zone until the rollover
to a new al gorithm has conpl eted and the new DNSKEY RRset has

popul ated di stant caches, at the end of the "new DNSKEY" stage. At
that point, the validators that have not inplenented NSEC3 will treat
the zone as unsecured as soon as they follow the chain of trust to
the DS that points to a DNSKEY of the new algorithm while validators
that support NSEC3 will happily validate using NSEC. Turning on
NSEC3 can then be done during the "new DS' step: increasing the
serial nunber, introducing the NSEC3PARAM record to signal that
NSEC3- aut henti cated data related to denial of existence should be
served, and re-signing the zone.

In summary, an NSEC-to-NSEC3 rollover is an ordinary al gorithm
roll over whereby NSEC is used all the tinme and only after that
roll over finished NSEC3 needs to be deployed. The procedures are
also listed in Sections 10.4 and 10.5 of RFC 5155 [ RFC5155].

4.1.5. Considerations for Automated Key Rollovers

As keys nust be renewed periodically, there is sone notivation to
autonate the rollover process. Consider the follow ng:

0 ZSK rollovers are easy to autonate, as only the child zone is
i nvol ved.

0 A KSK rollover needs interaction between the parent and child.
Dat a exchange is needed to provide the new keys to the parent;
consequently, this data nmust be authenticated, and integrity nust
be guaranteed in order to avoid attacks on the rollover
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4.2. Planning for Energency Key Rollover

This section deals with preparation for a possible key conpronise.
It is advisable to have a docunmented procedure ready for those tines
when a key conpromni se is suspected or confirned.

When the private material of one of a zone’'s keys is conpronised, it
can be used by an attacker for as long as a valid trust chain exists.
A trust chain renmains intact for

0o as long as a signature over the conprom sed key in the trust chain
is valid, and

0o as long as the DS RR in the parent zone points to the
(conmprom sed) key signing the DNSKEY RRset, and

o as long as the (conpronised) key is anchored in a resolver and is
used as a starting point for validation (this is generally the
hardest to update).

While a trust chain to a zone’'s conproni sed key exists, your
nanespace is vul nerabl e to abuse by anyone who has obtai ned
illegitimte possession of the key. Zone administrators have to make
a decision as to whether the abuse of the conprom sed key is worse
than having data in caches that cannot be validated. |f the zone

adm ni strator chooses to break the trust chain to the conproni sed
key, data in caches signed with this key cannot be vali dated.

However, if the zone adm nistrator chooses to take the path of a
regul ar rollover, during the rollover the malicious key hol der can
continue to spoof data so that it appears to be valid.

4.2.1. KSK Conproni se

A conprom sed KSK can be used to sign the key set of an attacker’s
version of the zone. That zone could be used to poison the DNS

A zone containing a DNSKEY RRset with a conprom sed KSK is vul nerabl e
as long as the conpronised KSK is configured as the trust anchor or a
DS record in the parent zone points to it.

Ther ef ore, when the KSK has been conpromi sed, the trust anchor or the
parent DS record should be replaced as soon as possible. It is loca
policy whether to break the trust chain during the energency
rollover. The trust chain would be broken when the conproni sed KSK
is renoved fromthe child s zone while the parent still has a DS
record pointing to the conprom sed KSK. The assunption is that there
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is only one DS record at the parent. |If there are nultiple DS
records, this does not apply, although the chain of trust of this
particul ar key is broken.

Note that an attacker’s version of the zone still uses the

conprom sed KSK, and the presence of the corresponding DS record in
the parent would cause the data in this zone to appear as valid.
Removi ng the conprom sed key woul d cause the attacker’s version of
the zone to appear as valid and the original zone as Bogus.
Therefore, we advise adm nistrators not to renove the KSK before the
parent has a DS record for the new KSK i n pl ace

4.2.1.1. Energency Key Rol |l over Keeping the Chain of Trust I|ntact

If it is desired to performan energency key rollover in a manner
that keeps the chain of trust intact, the timng of the replacenent
of the KSK is sonmewhat critical. The goal is to renove the

conprom sed KSK as soon as the new DS RR is avail able at the parent.
This means ensuring that the signature made with a new KSK over the
key set that contains the conproni sed KSK expires just after the new
DS appears at the parent. Expiration of that signature will cause
expiration of that key set fromthe caches.

The procedure is as foll ows:

1. Introduce a new KSK into the key set; keep the conpronised KSK in
the key set. Lower the TTL for DNSKEYs so that the DNSKEY RRset
will expire from caches sooner.

2. Sign the key set, with a short validity period. The validity
peri od should expire shortly after the DS is expected to appear
in the parent and the old DSs have expired fromcaches. This
provides an upper linit on how | ong the conpromni sed KSK can be
used in a replay attack.

3. Upload the DS for this new key to the parent.

4. Follow the procedure of the regular KSK rollover: Wait for the DS
to appear at the authoritative servers, and then wait as long as
the TTL of the old DS RRs. |If necessary, re-sign the DNSKEY
RRset and nodify/extend the expiration tine.

5. Renove the conproni sed DNSKEY RR fromthe zone, and re-sign the
key set using your "normal" TTL and signature validity period.
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An additional danger of a key conpronise is that the conpromn sed key
could be used to facilitate a | egitinmate-looki ng DNSKEY/ DS rol | over
and/ or name server changes at the parent. When that happens, the
domain may be in dispute. An authenticated out-of-band and secure
notify nechanismto contact a parent is needed in this case.

Note that this is only a problem when the DNSKEY and/or DS records
are used to authenticate conmunication with the parent.

4.2.1.2. Energency Key Rollover Breaking the Chain of Trust

There are two nethods to performan energency key rollover in a
manner that breaks the chain of trust. The first method causes the
child zone to appear Bogus to validating resolvers. The other causes
the child zone to appear Insecure. These are described bel ow.

In the method that causes the child zone to appear Bogus to
validating resolvers, the child zone replaces the current KSK with a
new one and re-signs the key set. Next, it sends the DS of the new
key to the parent. Only after the parent has placed the new DS in
the zone is the child s chain of trust repaired. Note that unti

that time, the child zone is still vulnerable to spoofing: The
attacker is still in possession of the conprom sed key that the DS
points to.

An alternative nmethod of breaking the chain of trust is by renoving
the DS RRs fromthe parent zone altogether. As a result, the child
zone woul d becone Insecure. After the DS has expired from di stant
caches, the keys and signatures are renoved fromthe child zone, new
keys and signatures are introduced, and finally, a new DS is
submitted to the parent.

4.2.2. ZSK Conpromi se

Primarily because there is no interaction with the parent required
when a ZSK is conpromised, the situation is |less severe than with a
KSK conproni se. The zone nust still be re-signed with a new ZSK as
soon as possible. As this is a |local operation and requires no
communi cati on between the parent and child, this can be achieved
fairly quickly. However, one has to take into account that -- just
as with a norrmal rollover -- the i medi ate di sappearance of the old
conpromi sed key may lead to verification problens. Also note that
until the RRSIG over the conpronised ZSK has expired, the zone nay
still be at risk.
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4.2.3. Conpronises of Keys Anchored in Resol vers

A key can also be pre-configured in resolvers as a trust anchor. |If
trust anchor keys are conpromni sed, the administrators of resolvers
usi ng these keys should be notified of this fact. Zone

adm ni strators may consider setting up a nmailing list to conmunicate
the fact that a SEP key is about to be rolled over. This

communi cation will of course need to be authenticated by sone neans,
e.g., by using digital signatures.

End-users faced with the task of updating an anchored key shoul d

al ways verify the new key. New keys shoul d be authenticated out-of -
band, for exanple, through the use of an announcenent website that is
secured using Transport Layer Security (TLS) [RFC5246].

4.2.4. Stand-By Keys

St and- by keys are keys that are published in your zone but are not
used to sign RRsets. There are two reasons why soneone would want to
use stand-by keys. One is to speed up the energency key rollover

The other is to recover froma disaster that |eaves your production
private keys inaccessible.

The way to deal with stand-by keys differs for ZSKs and KSKs. To
make a stand-by ZSK, you need to publish its DNSKEY RR. To nake a
stand-by KSK, you need to ge